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GDPR Guidance for Researchers 
 

Introduction & Scope 
 
This document is intended to provide guidance on how the General Data Protection Regulation (GDPR) 
and Data Protection Act 2018 (DPA 2018) affects research at the University of Bedfordshire. 
 
It applies to researchers who are processing personal data, meaning information which relates to an 
identifiable living person. ‘Processing’ means performing any operation on the data, such as collecting, 
using, storing, transferring, disclosing or destroying it. 
 
If you are a researcher collecting or accessing personal data (including re-using personal data which 
already exists) or performing any other processing operation on it, then you will need to comply with 
the requirements of Data Protection law, as well as all relevant ethical requirements and the common 
law duty of confidentiality. 
 
For a list of key definitions used in this guidance document, please see Appendix A. 

Key messages 
 
• GDPR recognises that research is in the public interest, and therefore, it allows it certain 

privileges. It legalises much of the current good practice in research, placing people at the 
centre, something that has formed the cornerstone of ethical research for many years. 
 

• Researchers can be either data controllers or data processors, depending on the nature of 
the research project and relationship with third party partners. Controllers determine why 
and how personal data is used. Processors act on the instructions of the controller.  
 

• In order to process personal data, you must have a valid lawful basis. Research at the 
University of Bedfordshire falls under the “public task” lawful basis. 
 

• GDPR provides more protection to sensitive data, such as race/ethnicity, sexual orientation, 
religious beliefs, health data, criminal convictions data, etc. For this sort of data, researchers 
must have both a valid lawful basis, and a “special condition” to process this type of data.  
 

• Secondary analysis of research data is permissible if “compatible” with your original research 
purpose, and GDPR Recital 50 specifically states that further processing for archiving 
purposes in the public interest, scientific or historical research purposes or statistical 
purposes “should be considered to be compatible.” However, this is subject to appropriate 
safeguards being put in place. 
 

• If personal data is being used for archiving purposes in the public interest, scientific or 
historical research purposes, or statistical purposes, then GDPR may allow indefinite 
retention in some instances. 
 

• Researchers who intend to process personal data should check whether they need to 
complete a Data Protection Impact Assessment prior to commencing their project. 
 

• GDPR safeguards reflect current research good practice, and should be implemented to 
protect the interests of participants. 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/purpose-limitation/#compatible_purpose
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/purpose-limitation/#compatible_purpose
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/storage-limitation/#archiving
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/storage-limitation/#archiving
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Data protection principles 
 
When processing personal data for a research project, researchers must observe the below GDPR 
principles: 
 
(a) Lawfulness, fairness and transparency: personal data shall be processed lawfully, fairly and in a 

transparent manner in relation to the data subject. All processing of personal data must have a 
lawful basis. 
 

(b) Purpose limitation: personal data shall be collected for specified, explicit and legitimate purposes 
and not further processed in a manner that is incompatible with those purposes; 

 
a. NB: further processing for archiving purposes in the public interest, scientific or historical 

research purposes or statistical purposes shall not be considered to be incompatible with 
the initial purposes. Therefore in that situation, you do not need to find another lawful 
basis. 

 
(c) Data minimisation: personal data shall be adequate, relevant and limited to what is necessary in 

relation to the purposes for which they are processed. 
 

(d) Accuracy: personal data shall be accurate and, where necessary, kept up to date; every reasonable 
step must be taken to ensure that personal data that are inaccurate, having regard to the 
purposes for which they are processed, are erased or rectified without delay 
 

(e) Storage limitation: personal data shall be kept in a form which permits identification of data 
subjects for no longer than is necessary for the purposes for which the personal data are 
processed; 

 

a. NB: personal data may be stored for longer periods if it will be processed solely for archiving 
purposes in the public interest, scientific or historical research purposes or statistical 
purposes. However, there need to be appropriate technical and organisational measures in 
place to safeguard the rights and freedoms of individuals.  

 

(f) Integrity and confidentiality: personal data shall be processed in a manner that ensures 
appropriate security of the data, including protection against unauthorised or unlawful processing 
and against accidental loss, destruction or damage, using appropriate technical or organisational 
measures 
 

(g) Accountability: GDPR has introduced a new ‘accountability’ principle, which requires the 
University of Bedfordshire to demonstrate and document compliance with data protection law. 
In practice, this means:  

 

i. Establish and document your lawful basis for processing; 
ii. Keep evidence of the fair processing information given to participants; and 
iii. Keep evidence of how the research project complies with the other data protection 

principles. 
 

For more information on the principles, please see the ICO website 
 

Lawful basis 
 
GDPR states that in order to process personal data, you must first identify an appropriate lawful basis. 
There are six of these available under GDPR Article 6(1), and you need to choose the one which is most 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/principles/
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appropriate to your type of processing. Researchers must be explicit about what this basis is, and it 
should be documented both as part of their ethics application and in the information they provide to 
participants, e.g. information sheets. 
 
The six lawful bases available under GDPR are: 

a. Consent 
b. Contract 
c. Legal obligation 
d. Vital interests 
e. Public task 
f. Legitimate interests 

 
The majority of research undertaken at the University of Bedfordshire will fall under Article 6(1)(e), 
the ‘public task’ basis. 
 
Public task 
 
“Processing is necessary for the performance of a task carried out in the public interest or in the 
exercise of official authority vested in the controller.” 
 
The University of Bedfordshire is a public authority under the DPA 2018, section 7, supplemented by 
the Freedom of Information Act 2000. Public task is the lawful basis for processing where laid down in 
law, and includes public authorities with research as an incorporated or statutory purpose (including 
universities) as it includes University Charters. 
 
Please note that processing personal data for commercial research purposes such as 
student/customer satisfaction surveys or direct marketing purposes, and market research, does not 
fall under public task. For that type of processing, please see our Marketing Guidance available here. 
 

NB: If you intend to process ‘special category’ data or criminal conviction data, you will need both a 
valid lawful basis and a special condition for processing that data. Additionally, further safeguards will 
need to be put in place. These requirements are described in more detail below. 
 
Public interest test 
 
The term “public interest” isn’t specifically defined in the GDPR or DPA 2018, and the ICO hasn’t 
released any specific guidance about this. However, the Freedom of Information Act 2000 provides 
some guidance. The public interest can cover a broad range of principles and values which relate to 
the public good, or the best interests of society. E.g. it is in the public interest to promote public 
understanding and safeguard democratic processes through transparency and accountability. 
Similarly upholding high standards of integrity, and ensuring fair treatment and justice for all are also 
in the public interest. If a particular policy decision has a significant or widespread impact on the 
public, e.g. changes to education, there is a public interest in researching this. However, the public 
interest test involves assessing whether the identified public interest is served by the processing – 
therefore the circumstances of the case are relevant. 
 
Please note that the public interest is not necessarily the same as what interests the public, and public 
interest should be in the interests of society or the public at large, rather than an individual. 
 
Research involving special category data 
 
What used to be known as “sensitive personal data” under the old Data Protection Act 1998 is now 

https://in.beds.ac.uk/general-data-protection-regulation
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known as “special category data” under GDPR and the Data Protection Act 2018. This includes data 
on: 
 

• racial or ethnic origin; 
• political opinions; 
• religious or philosophical beliefs; 
• sex life or sexual orientation; 
• data concerning health (a person’s physical or mental health, as well as the provision of health 

care services); 
• trade union membership; or 
• genetic or biometric data (where used for ID purposes) 

 
In order to process special category data for research purposes, you need a lawful basis as with other 
research data, but also a further “special condition” under GDPR Article 9 and the DPA 2018. 
 
This can be expressed as follows:  
 

Basic personal data = lawful basis 
 

Special category data = lawful basis + special condition 
 
Your lawful basis will always be “public task”, but your special condition may vary depending on what 
type of research you do. 
 
Special Condition   
 
Follow the steps below to determine your special condition, or follow the flowchart in Appendix B: 
 
Q1: Are you processing the data for Scientific/historical/statistical research, and/or archiving in the 
public interest? 
 

Yes: Your special condition is GDPR Article 9(2)(j), “processing is necessary for archiving purposes 
in the public interest, scientific or historical research purposes or statistical purposes…” 

 
No: Go to question 2 

 
Q2: Can you give the data subject real choice and control over how their data is used, including the 
option to withdraw all their data from the study? 
 

Yes: You can use Article 9(2)(a) as your special condition – “the data subject has given explicit 
consent to the processing of those personal data for one or more specified purposes”. 
 
NB: explicit consent is not always the most appropriate special condition as GDPR has raised 
the bar for proving that it is genuine consent. Therefore, it should only be used if no other 
condition applies. See below for more information. 

 
No: Go to question 3 

 
Q3: Is the information already in the public domain? 
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Yes: You may be able to use Article 9(2)(e) – “processing relates to personal data which are 
manifestly made public by the data subject” (for example if the research participant has done 
so on social media); 

 
No: Go to question 4 

 
Q4: Will processing this data as part of a research project benefit the public at large, without 
causing substantial distress or harm to the data subject? 
 

Yes: You may be able to rely on Article 9(2)(g) – “processing is necessary for reasons of substantial 
public interest, on the basis of Union or Member State law which shall be proportionate to 
the aim pursued, respect the essence of the right to data protection and provide for suitable 
and specific measures to safeguard the fundamental rights and the interests of the data 
subject” 

 

“Substantial Public Interest” is expanded on in the DPA 2018, which allows processing of 
special category data for a number of purposes, e.g. “identifying or keeping under review the 
existence or absence of equality of opportunity or treatment between groups of people…with 
a view to enabling such equality to be promoted or maintained”. 

 
However, the data cannot be processed if it is likely to cause substantial damage or distress 
to an individual, if it is intended to be used to take measures or decisions with respect to a 
particular data subject, or if the data subject has given you written notice asking you not to 
process that data, the notice gave you a reasonable period to stop, and that period has ended. 

 
For the full list of substantial public interest conditions, see the Data Protection Act 2018, 
Schedule 1 Part 2, or contact the DPO if you are unsure which condition applies to you. 

 
No: Go to question 5 
 

Q5: Will processing the data as part of your research project benefit the public at large in the area 
of public health?  
 

Yes: You may be able to use Article 9(2)(i) – “processing is necessary for reasons of public interest 
in the area of public health, such as protecting against serious cross-border threats to health 
or ensuring high standards of quality and safety of health care and of medicinal products or 
medical devices, on the basis of Union or Member State law which provides for suitable and 
specific measures to safeguard the rights and freedoms of the data subject, in particular 
professional secrecy.” 

 
No: If you have answered no to all of the above questions, please speak to your DPO for further 

guidance 
 
Research involving criminal convictions and offences data 
 
Similar to special category data, processing personal data which relates to criminal convictions and 
offences requires both a specific lawful basis under Article 6, and a special condition under Article 10 
GDPR. 
 
Article 10 states that such data can only be processed “under the control of official authority or when 
the processing is authorised by Union or Member State law providing for appropriate safeguards for 

http://www.legislation.gov.uk/ukpga/2018/12/schedule/1/part/2/enacted
http://www.legislation.gov.uk/ukpga/2018/12/schedule/1/part/2/enacted
http://www.legislation.gov.uk/ukpga/2018/12/schedule/1/part/2/enacted
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the rights and freedoms of data subjects.” This means that researchers should show that one of the 
grounds set out in the DPA 2018 applies. 
 
If you are conducting scientific, historical, or statistical research, or archiving in the public interest, 
then your special condition is Art 10 GDPR, supplemented by Schedule 1, Part 1, paragraph 4 of the 
Data Protection Act 2018. 
 
If your research does not fall into the above definition, it may be possible to rely on an alternative 
special condition. These are listed in the DPA 2018 (Sch 1 Part 2), with some extra conditions attached 
(Sch 1 Part 3 DPA 2018). 
 
Please note that a comprehensive register of criminal convictions should not be kept.  
 
Consent and ethical issues 
 
It is important to note that when we talk about consent in GDPR, this is different from what 
researchers know as ‘ethical informed consent’.  
 
Even though your lawful basis is “public task” and not “consent”, that does not mean that consent is 
irrelevant. It is in fact, a dual safeguard, and you will therefore still need the informed consent of 
individual participants for their involvement in your research, not least in order to obtain ethical 
approval for a project and to comply with accepted ethical standards for research. Researchers should 
seek appropriately informed, freely given consent, from potential participants whenever it is possible, 
before the research begins.  
 
Ethical consent is different from consent as a lawful basis, and therefore researchers do not need to 
obtain GDPR-level consent unless they are using “explicit consent” as a special condition for 
processing special category data (Article 9(2)(a) – mentioned above). If you are using “explicit 
consent” as a special condition, then your consents will need to be to GDPR standard. 

 
GDPR consent is: 
 

any freely given, specific, informed and unambiguous indication of the data subject's wishes by 
which he or she, by a statement or by a clear affirmative action, signifies agreement to the 
processing of personal data relating to him or her 

 
It must cover all relevant purposes for the processing by all relevant parties (it needs to be granular, 
and specific to the processing operation). It cannot be opt-out, it must be opt-in, thereby requiring a 
positive action. Additionally, individuals can withdraw their consent at any time, which could be a 
problem for researchers who may wish to use their data later. 
 
The requirement for specific consent can be a challenge for research as “[i]t is often not possible to 
fully identify the purpose of personal data processing for scientific research purposes at the time of 
collection” (Recital 33). Added to that is the purpose limitation principle which states that you must 
be clear about what your purposes for processing are from the start. These need to be recorded as 
part of your documentation obligations, and must be specified in the privacy information you provide 
to individuals. The principle states that you can only use the personal data for a new purpose if this is 
compatible with your original purpose, you get consent, or you have a clear basis in law. Luckily, GDPR 
allows you to process the data for a secondary research purpose as long as it is “compatible” with your 
original purpose, and you have put in place appropriate safeguards. 
 

http://www.legislation.gov.uk/ukpga/2018/12/schedule/1/part/2/enacted
http://www.legislation.gov.uk/ukpga/2018/12/schedule/1/part/3/enacted
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Children’s Data 
 
GDPR offers greater protection to children, and stipulates that as they may be less aware of the risks 
involved, if we process their data, we need to think about the need to protect them from the outset. 
Fairness and transparency must be at the centre of all our processing.  
 
However, most of the same rules that apply to adults apply to children. You will still need to have a 
lawful basis for processing a child’s data. This is “public task”. All the same rights which apply to adults 
apply to children, as do all the safeguards. However, there are a few key areas where children’s rights 
are extended. 
 
1. Your privacy notices and participant information sheets need to be clear, and age-appropriate. 

Your participants should be able to easily grasp what will happen to their personal data and what 
rights they have.  

2. More weight is placed on an individual’s right to erasure if they gave their consent to processing 
when they were a child. 

3. Children merit specific protection when you use their personal data for marketing purposes or 
creating personality or user profiles.  

4. You should not usually make decisions based solely on automated processing about children if 
this will have a legal or similarly significant effect on them. 

5. If you are offering information society services (basically online services for remuneration) 
directly to a child, in the UK only children aged 13 or over are able to provide their own consent. 
If a child is under this age, you need to get consent from whoever holds parental responsibility 
for the child - unless the online service you offer is a preventive or counselling service. NB: this is 
the only time an age limit for consent applies under GDPR.  

6. You should do a DPIA whenever you plan to process children’s data, even if this is not sensitive 
data. 

 
Individual rights 
 
GDPR gives individuals various rights in relation to their data. However, these apply differently to 
research than to other types of processing. Some rights do not apply at all. 
 
The below table shows which rights are applicable to research under the public task lawful basis. 
 

Right 
 

Scientific, Historical, Statistical Research, 
and Archiving in the Public Interest 

Other types of research 

Right to be informed  

 
 

 

Right of access  

X 
 

 

Right to rectification  

X 
 

 

Right to erasure X X 

Right to restrict processing  

X 
 

 

Right to data portability X X 

Right to object X  
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Rights related to automated 
decision making including 

  

 

 
However, you will need to ensure that personal data used in your research project is: 
 

• Used for research purposes only and have no other use or intended use 
• Not used to support measures or decisions about individuals 
• Not cause substantial damage or substantial distress to an individual 
• Not made available in any way that identifies individuals. 

 
Participants should be made aware of their rights under GDPR as part of their Participant Information 
Sheet. Please see Appendix C for an example from the University’s Institute of Applied Social Research 
(IASR).  
 
Further information on individual rights can be found on the ICO website here. 
 
For more information on the Right to Subject Access, please see our Subject Access Request Process. 
 

If you receive a request under any of the above rights, please inform the Legal Office as soon as 
possible, so that we can advise further on how to proceed (legaloffice@beds.ac.uk).  
 
NB: Individual rights is one of the areas where research ethics and GDPR clash. For example, although 
the right to erasure does not apply to research, it would be inherently unfair to ask for a participant’s 
informed consent, but then refuse to erase their personal data if they withdraw that consent. This is 
why, when drafting your participant information sheet, you will need to consider the relationship 
between GDPR and ethics. 
 
Safeguards 
 
Processes must be in place to ensure that personal data is processed lawfully, fairly and in a 
transparent manner, and is kept to a minimum and retained securely. There are some exemptions 
from GDPR requirements when personal data is processed for research; however, these exemptions 
will only apply if there are appropriate safeguards in place for the rights and freedoms of the data 
subject.  
 
Safeguards: 
 
• Do not cause substantial distress or damage to research participants (research ethics approval 

can help here); 
• Ensure you understand the significance of confidentiality, privacy, and security (our IT Data 

Security Policy, Data Protection Policy and Guidance, and Code of Conduct will help here); 
• Ensure you are not making decisions or taking measures which affect individuals on the basis of 

research personal data; 
• Only process personal data that is relevant, sufficient to fulfil the research purpose, and limited 

to what is necessary; 
• Use pseudonymisation, or anonymised data as long as that still allows you to fulfil your purpose 

(if data is fully anonymised, it will no longer fall under GDPR); 
• Store personal data in an appropriately secure place, and transfer it in an appropriately secure 

way (for more information on this please see our Guidance on Storing and Transferring Personal 
Data) 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
https://www.beds.ac.uk/__data/assets/pdf_file/0011/587657/Subject-Access-Request-Process.pdf
mailto:legaloffice@beds.ac.uk
https://in.beds.ac.uk/media/264351/it-data-security-policy-ict.pdf
https://in.beds.ac.uk/media/264351/it-data-security-policy-ict.pdf
https://in.beds.ac.uk/media/264370/data-protection-policy-and-guidance.pdf
https://in.beds.ac.uk/media/264377/code-of-conduct-for-employees.pdf
https://www.beds.ac.uk/__data/assets/pdf_file/0008/591992/Guidance-on-Storing-and-Transferring-Personal-Data.pdf
https://www.beds.ac.uk/__data/assets/pdf_file/0008/591992/Guidance-on-Storing-and-Transferring-Personal-Data.pdf
https://www.beds.ac.uk/__data/assets/pdf_file/0008/591992/Guidance-on-Storing-and-Transferring-Personal-Data.pdf
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• Ensure you understand our procedures for securing compliance with the principles of GDPR, and 
our policies regarding retention and erasure. (Please see our Data Protection Policy, Records 
Management Policy and Retention Schedule). 

• Maintain a record of processing which includes the following information: 
o Your lawful basis under Art 6 (and any relevant special condition); 
o Whether the personal data is retained and erased in accordance with the policies described 

above and, if it is not, the reasons for not following those policies. 
• If you are sharing personal data with another organisation, ensure you have a data sharing 

agreement in place, especially if the other organisation is a data processor (the Legal Office can 
provide you with further guidance or a template). 

• Check if you need to do a Data Protection Impact Assessment (DPIA). This is a risk assessment 
used to determine the effect of processing on data subjects, and how to mitigate any negative 
effects. There are certain types of projects which may trigger a DPIA. For more information, 
please see page 10. 

 
Whilst instituting appropriate safeguards is a requirement for processing special category and criminal 
conviction data, it is best practice to ensure you have them in place when processing any form of 
personal data. 
 

Fairness and transparency – what to put in your Participant Information Sheet 
 
Under GDPR, the University has an obligation to use personal data in a fair and transparent manner. 
This is also important from an ethics perspective, and therefore researchers must be as transparent 
as possible about how they will be using research participant data, as well as any risks involved. What 
this means in practice is that research participants are provided with appropriate information in the 
form of a Participant Information Sheet, about how and why their data will be processed. Participants 
are then able to give ‘fully informed’ consent to take part in the research. 
 
The Information Sheet should therefore include: 
• your identity and contact details; 
• what personal information you are collecting about them; 
• how you are collecting it; 
• the grounds that you are relying on to process their personal data (i.e. your lawful basis and 

special condition (if relevant)). 
• the purpose for the processing; 
• who you are sharing their data with; 
• how long you are keeping their data for; 
• if you are transferring the information outside the EEA; 
• their rights under GDPR 
• that they can complain to the ICO if they are unhappy with your handling of their personal 

data. 
 
Information provided to participants should be: 
 

• Transparent, concise, and intelligible; 
• Provided in easily accessible form, using clear, plain and simple language without jargon; 
• Drafted with the audience in mind e.g. information addressed specifically to a child; and 
• Provided in an appropriate way (e.g. in writing, orally, digitally, depending on the audience). 

 
An example participant information sheet has been included in Appendix C. 

https://www.beds.ac.uk/__data/assets/pdf_file/0005/540923/Data-Protection-Policy.pdf
https://www.beds.ac.uk/__data/assets/pdf_file/0005/540923/Data-Protection-Policy.pdf
https://www.beds.ac.uk/__data/assets/pdf_file/0007/504925/May-2018_Revised_Records_Management_Policy.pdf
https://www.beds.ac.uk/_media/external-docs/user-guidesguidelines/records-management/RETENTIONSCHEDULEdraftmarch2014.pdf
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NB: In some cases you may be collecting personal data indirectly, i.e. from sources other than the 
individual that the data is about. In this case, you need to be sure that when the data was collected, 
the transparency requirements were complied with. This could involve asking the third party who 
collected the data to confirm that they fulfilled the requirement of transparency under GDPR. Where 
the records are public records, GDPR provides specific authority for the use of those datasets. 
However, if the data was collected indirectly, and providing the above information to each data 
subject will be impossible or involve a disproportionate effect, there are exemptions to transparency 
requirements. In such situations, GDPR transparency information must at a minimum, be publicly 
accessible (e.g. on your website).  
 
It is therefore good practice to have a privacy notice specific to your research institute, such as the 
one drawn up by the Institute for Applied Social Research (IASR), which can be viewed on their 
website. 
 
Data Protection Impact Assessment 
 
A DPIA is a type of risk assessment which helps to identify data privacy risks when planning new, or 
revising current projects, and how to mitigate those risks. Data Protection Legislation makes it a legal 
requirement to complete a DPIA in the following situations: 
 

• If processing personal data is likely to result in a high risk of harm to individuals, e.g. where 
innovative, invasive technology is bring introduced 

• if you are processing special category data on a large scale, for example when conducting 
genetic tests to predict and evaluate risk of disease 

• when processing large amounts of personal data 
• where you are monitoring publicly accessible areas, e.g. filming those areas or using CCTV 
• when evaluating individuals based on automated processing or profiling 

 
In addition to the above, the University’s stance is that a DPIA should be conducted in the following 
situations: 
 

• If the personal data relates to vulnerable individuals, e.g. vulnerable adults, children, or 
where there is an imbalance of power. 

• If datasets have been combined or matched for different purposes and/or by different data 
controllers in a way that the individuals concerned would not reasonably expect. 

• If personal data is transferred outside the European Union (and after Brexit, outside the UK). 
 
If it is unclear whether a DPIA is required under data protection law, it is recommended that one is 
completed, in order to ensure any privacy risks to individuals are considered. 
 
When should I complete a DPIA? 
 
Start the DPIA as early as possible during project planning, where there is still time to affect project 
design. The DPIA should be completed before beginning any processing of personal data. 
 
Given that many research projects are longitudinal and may have begun before GDPR came into effect, 
the ICO have advised that retrospective DPIAs do not need to be done. However, if there is a change 
in processing activity, or if a project is moving from one stage to another and there is a change in how 
personal data will be processed, then a DPIA should be completed. 
 
 

https://www.beds.ac.uk/research-ref/institutes/iasr/
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Who should complete the DPIA? 
 
DPIAs are completed by controllers, but on occasion, a controller may require their processors to 
complete a DPIA. 
 
The Principal Investigator/project sponsor should complete the DPIA, and then submit it to the Data 
Protection Officer for review. When completing a DPIA, consultation with relevant stakeholders such 
as colleagues, partners, and participants, can help with identifying any privacy risks. 
 

In the rare situations where it is not possible to mitigate any risks, it may be necessary for the DPO to 
consult with the Information Commissioner's Office (ICO). Failure to properly carry out a DPIA or to 
consult the ICO where required can result in fines – therefore if you are unsure about whether a DPIA 
needs to be conducted, get in touch with the Data Protection Officer. 
 
For more information on DPIAs, please see our DPIA Guidance and DPIA Form. 
 
Transfers to third countries 
 
GDPR Art 45 prohibits transfers of personal data to non-EU countries or international organisations 
except in particular circumstances: 
 

1. They offer an “adequate level of protection” as determined by the European Commission (for a 
full list of “adequacy decisions”, please see here); 

2. They have implemented specific safeguards, e.g. we have a contract or data sharing agreement 
with them which contains standard contractual clauses that are GDPR-compliant; 

3. The data subject has provided explicit consent after being informed of the risks related to the 
transfer (this can only apply to one-off transfers); or 

4. The transfer is necessary for important reasons of public interest (GDPR Art 49), for example 
“in the case of contact tracing for contagious diseases or in order to reduce and/or eliminate 
doping in sport.” (GDPR Recital 112) 

 
Where the above measures are not present, GDPR introduces a new basis for transferring data. Under 
Article 49(1), a controller may transfer data to a third country where this is “necessary for the 
purposes of compelling legitimate interests pursued by the controller which are not overridden by the 
interests or rights and freedoms of the data subject.” Recital 113 makes clear that “for scientific or 
historical research purposes or statistical purposes, the legitimate expectations of society for an 
increase of knowledge” should be taken into account when determining whether a “compelling 
legitimate interest” exists. 
 
However, this comes with a number of conditions: 
 

1. The transfer must not be repetitive, 
2. It must involve a limited number of data subjects, and 
3. The controller must have assessed all the circumstances surrounding the data transfer and 

have, on the basis of that assessment, provided suitable safeguards (Article 49(1)). 
4. The controller needs to inform the data subject as well as the ICO of the international transfer. 

 

Considering how onerous these requirements are, it is always best to ensure that if, as part of your 
research project, you are planning to transfer personal data to a country which does not have an 
“adequacy” decision, you arrange to have a contract or data sharing agreement which contains GDPR 
clauses. The Legal Office will be able to assist you with this. 
 

https://www.beds.ac.uk/__data/assets/pdf_file/0006/589002/DPIA-Guidance.pdf
https://www.beds.ac.uk/__data/assets/pdf_file/0005/589001/DPIA-Form.pdf
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
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Alternatively, consider anonymising the data, if this will still allow you to fulfil your research purposes, 
since anonymised data falls outside the scope of GDPR, and will not be subject to the above conditions. 
 
Please note that the above requirements may also apply to data transfers between the UK and the 
EU after Brexit. The Legal Office will provide further guidance on this when we have further 
clarification from the ICO. 
 
Further guidance 
 
We hope that you find this guidance helpful. If you require any further information, or are uncertain 
about anything in this guidance, please contact the University’s Data Protection Officer at 
DPO@beds.ac.uk. 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

mailto:DPO@beds.ac.uk
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Appendix A: Key definitions 

 
Automated individual decision-making: an automated decision made without any human 
involvement. E.g. during the recruitment process, a candidate completes an aptitude test which uses 
pre-programmed criteria and algorithms. Although automated individual decision-making does not 
have to involve profiling, it often does. 
 
Controller: a controller determines the purposes and means of processing personal data. 
 
Criminal offence data is separate from special category data, and means personal data relating to 
criminal allegations, proceedings, or convictions, or related security measures 
 
Data subject: any person whose personal data is being collected, held or processed. In research terms, 
this would usually be your participants, but could also be parents (if they have signed consent forms 
for their children, and therefore included their name and contact details). 
 
Information Society Services: any service normally provided for remuneration, at a distance, by 
electronic means and at the individual request of a recipient of services. “At a distance” means that 
the service is provided without the parties being present at the same time; “By electronic means” 
means the service is initially sent and then received at its destination via electronic equipment, and is 
entirely transmitted, conveyed and received by wire, radio, optical means or other electromagnetic 
means. This essentially means that most online services are ISS, even if the “remuneration” does not 
come directly from the end user. 
 
Measures or decisions have been defined broadly by the Article 29 Working Party to cover “any 
relevant impact on particular individuals – either negative or positive.” 
 
Personal data: information relating to natural persons who can be identified or who are identifiable, 
directly from that information; or who can be indirectly identified from that information and other 
information. E.g. name, contact details, ID number, location data, online identifiers (including IP 
address). 
 
Processing: any operation or set of operations performed on personal data, including collecting, 
organising, recording, structuring, storing, adapting/altering, analysing, retrieving, consulting, using, 
disclosing (e.g. by transmission, dissemination or otherwise), aligning or combining, restricting, 
erasing or destroying. 
 
Processor: a natural or legal person, agency, public authority, or other body which processes personal 
data on behalf of a controller 
 
Profiling is “any form of automated processing of personal data consisting of the use of personal data 
to evaluate certain personal aspects relating to a natural person, in particular to analyse or predict 
aspects concerning that natural person’s performance at work, economic situation, health, personal 
preferences, interests, reliability, behaviour, location or movements” Article 4(4) GDPR. 
 
Pseudonymisation: “the processing of personal data in such a manner that the personal data can no 
longer be attributed to a specific data subject without the use of additional information, provided that 
such additional information is kept separately and is subject to technical and organisational measures 
to ensure that the personal data are not attributed to an identified or identifiable natural person.” 
(Article 4(5) GDPR) 
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Special category data is personal data which is more sensitive and could create significant risks to a 
person’s fundamental rights and freedoms, e.g. by putting them at risk of unlawful discrimination. This 
includes race, ethnic origin, politics, religion, trade union membership, genetics, biometrics (where 
used for ID purposes), health, sex life, or sexual orientation. 
 
Anonymous information: information which does not relate to an identified or identifiable natural 
person. GDPR does not apply to anonymised information. Anonymisation is the process of removing 
personal identifiers, both direct and indirect, that may lead to an individual being identified. For 
example, an individual may be directly identified from their name, address, postcode, telephone 
number, photograph or image, or some other unique personal characteristic. They may be indirectly 
identifiable when certain information is linked together with other sources of information, including, 
their place of work, job title, salary, their postcode or even the fact that they have a particular 
diagnosis or condition. The ICO’s Code of Conduct on Anonymisation Techniques provides further 
guidance: https://ico.org.uk/media/1061/anonymisation-code.pdf  
 
Scientific research is defined fairly broadly, and includes “technological development and 
demonstration, fundamental research, applied research, and privately funded research,” as well as 
studies conducted in the public interest in the area of public health.  
 
Historical research includes genealogical research. GDPR generally does not apply to deceased people. 
 
Archiving in the public interest: this means we “hold records of public interest,” and are under a legal 
obligation “to acquire, preserve, appraise, arrange, describe, communicate, promote, disseminate and 
provide access to records of enduring value for general public interest”. In fact, GDPR allows more 
flexibility here, to further process personal data for archiving purposes if this is done to provide specific 
information regarding the political behaviour of former totalitarian state regimes, genocide, war 
crimes, or crimes against humanity, in particular the Holocaust. 
 
Statistical research means “any operation of collection and the processing of personal data necessary 
for statistical surveys or for the production of statistical results”. Normally, statistical research “implies 
that the result of processing for statistical purposes is not personal data, but aggregate data.” 
 
Public health research is defined as “all elements related to health, namely health status, including 
morbidity and disability, the determinants having an effect on that health status, health care needs, 
resources allocated to health care, the provision of, and universal access to, health care as well as 
health care expenditure and financing, and the causes of mortality.” GDPR treats public health 
research as a subcategory of scientific research, which means the same exemptions and requirements 
apply to it.  
 

 

https://ico.org.uk/media/1061/anonymisation-code.pdf


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Lawful basis: Public 
Task (Article 6(1)(e) 

GDPR)

Do you need to process special category data? 
(E.g. race/ethnicity, political opinions, religious or philosophical 

beliefs, sex life/sexual orientation, health data, trade union 
membership, genetic/biometric data)

Do you intend to process criminal convictions data?
(E.g. personal data relating to criminal convictions, allegations and 

offences, or related security measures)

No Yes
No special 
condition 
needed

What type of 
research is it?

Scientific/historical/statistical research, 
or archiving in the public interest (also 

public health research)

Special category data: relevant special condition 
is Art 9(2)(j) GDPR: “processing is necessary for 
archiving purposes in the public interest, scientific 

or historical research purposes or statistical 
purposes…” (Supplemented by DPA 2018 Sch 1, 

Part 1, para 4)

Criminal convictions data: relevant special 
condition is Art 10 GDPR, supplemented by DPA 

2018 Sch 1, Part 1, para 4.

Research which is not 
scientific, historical or 

statistical

Art 9(2)(a): 
explicit consent 

(NB: use only if no 
other condition 

applies)

Art 9(2)(e): data 
made public by 
the data subject 

Art 9(2)(g) GDPR 
supplemented by the DPA 

2018: substantial public 
interest conditions.

Appropriate policy document must be in 
place (DPA 2018, Sch 1, Part 2, para 5), 
and one of the conditions below much be 

satisfied:

Equality of 
opportunity (DPA 
2018, Sch 1, Part 

2, para 8)

Statutory and 
government 

purposes (DPA 
2018, Sch 1, Part 2, 

para 6)

Journalism in 
connection with 

unlawful acts and 
dishonesty (DPA 2018, 
Sch 1, Part 2, para 13)

Art 9(2)(i): 
processing 

necessary for 
reasons of public 

interest in the area 
of public health...

Yes No
No special 
condition 
needed

Article 10 GDPR: this can only be processed “under the 
control of official authority or when the processing is 

authorised by Union or Member State law providing for 
appropriate safeguards for rights and freedoms of data 

subjects

You need to meet one of 
the grounds set out in the 

DPA 2018

Consent

Personal data in 
the public 
domain

Relevant special 
condition is one of the 

below:

Research
(excluding market research)

Appendix B: Lawful basis and Special Conditions 
Flowchart 

Substantial Public 
Interest 

Please note that this flowchart lists only a few 
substantial public interest conditions, as there are a 
significant number of them. If you cannot find one which 
is relevant to your project, please speak to the DPO.



1. 

About us 

and the 

Hello! I am a  

researcher  from 

the University of 

Bedfordshire  

The aim of our project is to 

find out about the quality of 

social work in your   

borough 

We hope that parents and 

carers who are working with 

Children’s Services will take 

part 

2.  
About you 
taking part 

It would be great 
if you could be 
involved in our 
research. You do 
not have to take 
part and don’t 
have to give a 
reason why 

Taking part would involve a 
researcher attending a visit 
between you and your social 
worker. 

If you decide to take part, 
we would like to say thank 
you for your time and offer 
you a £20 shopping 
voucher 

3. 
About the      
research 

If you are happy 
to take part, the 
researcher will 
answer any 
questions you 
have. 

The researcher will ask if 
you are happy for them to 
stay at the visit. 

The researcher would also 
like to audio record the visit it 
if this is ok with you. 

4. 
Questions 

for your 
social 
worker 

If you are happy 
to take part, your 
social worker will 
answer some 
questions with 
the researcher. 

The questions will be 
about the work you do   
together and included in a 
questionnaire. 

The questionnaire will be  
included with other     
questionnaires from the   
project and looked at to see 
if there are similar answers 
and what is important.  

Research project about the quality of 

social work in your borough 

Information sheet 

for parents and 

carers 

5.  
Meetings     

social 
workers 

have in the 
office 

The researcher 
would also like 
to audio-record 
a meeting where 
your social 
worker reviews 
the work you are 
doing together 

If you agree, your social 
worker will audio-record 
a meeting where they 
review the work you are 
doing together – either 
with their manager or a 
colleague 

The audio-recording of 
the meeting will be shared 
safely with the research 
team. The research team 
will listen to the recording 
and look for things that 
are done well and things 
that could be done better. 

6.  
Deciding 

whether to 
take part 

The research-
ers won’t tell 
anyone else 
about the     
recordings    
unless there is 
a worry about   
somebody’s 
safety 

The researchers will     
analyse all of the data and 
write a report . We will 
share findings with you 
and may talk about the 
research at conferences, 
write journal articles and 
include on our website 
www. beds.ac.uk/

If you agree, we will keep the 
recordings safely and secure-
ly for 10 years. They may be 
used in further studies to find 
out about the quality of social 
work  

If you decide to take part you have rights under the Law and we have a legal duty to keep your data safe. 

This information is included in our Privacy Notice for Research Participants.  

Appendix C: Example Participant Information Sheet and Consent Form





1. Do you understand what the research project is about? 
 

2. Do you understand that you can change your mind about taking 
part and you don’t have to say why? 
 
 

3. Do you understand that if you change your mind after the research 
has taken place, you can contact the researcher any time in the     
following two weeks and all or part of your information will be         
deleted? 

 

4. Do you understand that everything you say will be kept private,  
unless something suggests you or someone else is not safe or      
suggests a serious illegal activity? In the event that this happens, the 
researchers have a duty to pass this information on to the relevant 
authorities. 
 

5. Do you understand that all the information that you provide will be 
anonymised and your name will not be used in any written reports or 
presentations? 
 

6. Do you agree that: 
a) A researcher can observe a visit  between you and your 
social worker? 
 

b) A researcher can audio-record a visit  between you and your 
social worker? 
 

c) A researcher can complete a questionnaire with your social 
worker about the work you do together? 
 
 

d) Your social worker can audio-record a meeting they have with 
their manager or colleague to review the work you do together? 

 

 
7. Do you understand that the information will be kept safely by the 
University? 

 
 

8. Would you like to hear about the findings from the study? If so, we 

will contact you to share our findings. 

Research project about the quality 

of social work in your borough 

Parent/Carer 
Consent 

 Form 

Yes     No 

 
 
 

 
 
Yes     No 

 
 
 

 
 
 
Yes     No 

 
 
 

 
Yes     No 

 

 
Yes     No 

 
 
Yes     No 

 

 
Yes     No 

 

 
 
Yes     No 

 
 
 
Yes     No 

 
 

 
Yes     No 

 
 

 
 

          Yes  Partly   No 



9. The information that you provide for this study is very important. 
 

After the study has finished later this year, the University of             
Bedfordshire would like to carry out more research on the quality of  
social work practice. 
 
We may like to use the information you share with us in this future     
research. We will continue to protect your information safely and       
securely for a maximum of 10 years. All information will be confidential 
and you will not be able to be identified from the information that you 
provide. 

 

 
a) Are you happy that the information that you provide in this study 
may be used in further research studies by University of           
Bedfordshire to find out about how to improve children’s services 
for families? 

 

If you have said yes to question 9 a), 
 

 
b) If you decide that you are no longer happy that your information 
may be used in  future research, do you understand that you can 
contact us and that your information will be removed? 

 
 

c) If we do use your information for future research, are you happy 
that we attempt to contact you again to let you know how your     
information is being used? 

Research project about the quality 

of social work in your borough 

Parent/Carer 
Consent 

 Form 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Yes     No 

 
 
 

 
 
 
 
Yes     No 

 
 
 

 
Yes     No 

 
 
 
 
 

 
 
 Name      Signature         Date 

 
 

10. Research and the Law 

If you decide to take part you have rights under the Law and we has a legal duty to 

keep your data safe. This information is included in our 

Privacy Notice for Research Participants.  

Have you received a copy of this?         Yes    No 

11. If your child/ren is present at your visit with the social worker,  

do you consent for any conversation that they are included in to be included  

in the research data?            Yes    No 
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