
 1 

  

UK Data protection law (UK DPL): 

Quick guide for researchers within IASR 

IASR Ethics Panel (April 2021) 
 

• New rules governing the way that organisations use personal data now fall under 

UK Data Protection Law (UK DPL). UK DPL covers the Data Protection Act 2018 

(DPA 2018) and the UK General Data Protection Regulation (UK GDPR). 

Personal data is information relating to an identifiable living individual. 

 

• UK GDPR offers enhanced rights to individuals whose personal data is being 

processed. Processing includes collecting, using, analysing, storing, transferring, 

disclosing or destroying it. Please see here for University of Bedfordshire (UoB) 

GDPR best practice guidance and GDPR Guidance for Researchers. 

 

• It legalises much of the current good practice in research, placing people at the 

centre, reinforcing ethical practice that has been in place for many years. 

 

What do we need know as IASR staff and PGR students? 

 

Research is in the public interest 

Research organisations must have a lawful basis to collect, use or store personal 

data. Lawful basis is different to researcher understanding of “informed consent” 

processes. The lawful basis for research within the University of Bedfordshire is a 

“task in the public interest” (Article 6(1)(e) GDPR). 

 

Sensitive data are given more protection under UK GDPR. To process this type of 

data, you will need a lawful basis (task in the public interest) and an additional 

“special condition”. 

 

https://in.beds.ac.uk/general-data-protection-regulation/gdpr-overview-and-best-practice-guidance/
https://in.beds.ac.uk/general-data-protection-regulation/guidance-for-researchers/
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If you will be processing criminal convictions/offences data, then your special 

condition is Art 10 GDPR, supplemented by Schedule 1, Part 1, paragraph 4 of 

the Data Protection Act 2018 (“Research etc.”). If you will be processing “special 

category data” such as: 

• racial or ethnic origin; 

• political opinions; 

• religious or philosophical beliefs; 

• sex life or sexual orientation; 

• data concerning health (a person’s physical or mental health, as well as the 

provision of health care services); 

• trade union membership; or 

• genetic or biometric data (where used for ID purposes) 

 

Your special condition is UK GDPR Article 9(2)(j), “processing is necessary for 

archiving purposes in the public interest, scientific or historical research purposes or 

statistical purposes.” 

 

Consent to take part in research is important 

The usual consent processes to take part in research is at the heart of ethical 

research; this gives participants control over whether they wish to participate and 

allow their data to be used. Together with “public task” as the lawful basis, informed 

consent processes provide “dual protection” to participants. 

Transparency is a key element of UK GDPR, and a Privacy Notice should be 

provided to all research participants that informs them of the following information: 

• how and why the University uses personal data for research, including that 

the University has a lawful basis for processing personal data 

• individual/participant rights under UK GDPR, and, 

• University contact for questions or concerns about the use of personal data. 

 

We have designed IASR Privacy Notices to be provided to research participants. 

This should be provided in addition to information sheets and it is best practice to 

ask participants to sign via consent forms to say that they have.  

 

https://www.beds.ac.uk/media/271006/uob-gdpr-privacynoticeresearch-participants-may-2019.pdf
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The Privacy Notice does not replace standard informed consent processes 

that should be clear, concise and granular to enable fully informed consent.  

 

Data subject access rights 

Research participants can be classed as “data subjects” under UK GDPR. One of 

the aims of UK GDPR is to empower individuals and give them control over their 

personal data. UK GDPR gives individuals the following rights: 

 

• The right to be informed 

• The right of access 

• The right to rectification 

• The right to erase 

 

• The right to restrict processing 

• The right to data portability  

• The right to object  

• Rights in relation to automated 

decision making and profiling  

 

Please note that many of these rights do not apply when the data is being used for 

research purposes, but it is good research practice to respond to any concerns or 

queries that participants have. Restriction on rights are on grounds that complying 

with them would prevent or seriously impair the achievement of our research 

purposes: 

 
• the right of access 

• the right to rectification 

• the right to restrict processing, and 

• the right to object 

 
In addition, the right of erasure is available only until the point that the data is 

anonymised and included in the research reports. 

 

For more information about data subject rights and research exemptions, 

please refer to UoB’s GDPR Guidance for Researchers and Office of the 

Information Commissioner (ICO). 

 

https://in.beds.ac.uk/general-data-protection-regulation/guidance-for-researchers/
https://ico.org.uk/for-organisations/guide-to-data-protection/
https://ico.org.uk/for-organisations/guide-to-data-protection/
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Safeguards 

Safeguards protect personal data. The GDPR requires that organisations processing 

data for research purposes have appropriate organisational and technical measures 

in place to ensure that data is processed lawfully, fairly and in a transparent 

manner and are kept to a minimum (e.g. data collection is limited to what is 

necessary and relevant to the research project) and secure in the research context. 

For more information on safeguards, please UoB’s GDPR Guidance for 

Researchers. 

 

Safeguards can be demonstrated via referring to UoB general policies on GDPR, 

specific guidance for research, Data Protection and Security and Storing and 

Transferring Personal Data. Not all guidance is research-relevant but should inform 

ethics applications and tailored to specific research projects. 

 

Principal Investigators should maintain a record of the lawful basis for processing 

data, any special conditions for processing special category data e.g. health and 

ethnicity and whether personal data is retained and erased in accordance with UoB 

policies and, if not, the reasons for not following those policies. 

 

Data Protection Impact Assessments 

A Data Protection Impact Assessment (DPIA) is a type of risk assessment which 

helps to identify data privacy risks when planning new, or revising current projects, 

and how to mitigate those risks. A DPIA is required when processing large amounts 

of personal data. In addition to the above, the University’s stance is that a DPIA 

should be conducted in the following situations: 

 

• If the personal data relates to vulnerable individuals, e.g. vulnerable adults, 

children, or where there is an imbalance of power.  

• If datasets have been combined or matched for different purposes and/or by 

different data controllers in a way that the individuals concerned would not 

reasonably expect.  

• If you are planning to process sensitive data. 

 

https://in.beds.ac.uk/general-data-protection-regulation/guidance-for-researchers/
https://in.beds.ac.uk/general-data-protection-regulation/guidance-for-researchers/
https://in.beds.ac.uk/media/256442/gdpr-staff-guidance.pdf
https://in.beds.ac.uk/governance/legal/dp
https://in.beds.ac.uk/media/256441/guidance-on-storing-and-transferring-personal-datav2.pdf
https://in.beds.ac.uk/media/256441/guidance-on-storing-and-transferring-personal-datav2.pdf
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DPIAs should be completed at the project planning stage; ideally before any 

contractual negotiations or processing personal data. The Principal Investigator 

sponsor should complete the DPIA, and then submit it to the Data Protection Officer 

for review. When completing a DPIA, consultation with relevant stakeholders such as 

colleagues, partners, and participants, can help with identifying any privacy risks.  

 

Failure to properly carry out a DPIA or to consult the ICO where required can result 

in fines – therefore if you are unsure about whether a DPIA needs to be conducted, 

get in touch with the Data Protection Officer at DPO@beds.ac.uk. 

 

For more information on DPIAs, please see UoB’s DPIA Guidance and DPIA Form. 

 

Data Breaches 

Data breaches need to be reported to the Legal Office as soon as they are identified. 

This is essential given that breaches may be more high risk within the research 

context, given that participants may be vulnerable or sensitive personal data is being 

collected. It is best practice is to report any data breaches, no matter how small they 

may seem, as it is the Legal Office that needs to determine whether a breach needs 

to be reported to the ICO. Please refer to UoB’s guidance on the Data Breach 

Process. Please send your completed Data Breach Reporting Form to the Legal 

Office at legaloffice@beds.ac.uk and copy in Hemlata Naranbhai so that a record 

can be kept via the IASR ethics panel at Hemlata.Naranbhai@beds.ac.uk. 

 

UK GDPR recognises that research data is valuable, it can be kept long-term 

UK GDPR recognises the value of scientific research, meaning important collections 

of data can be retained indefinitely for research. Data can be used for multiple 

research purposes regardless of their initial reason for collection. However, long-

term retention needs to be adequately supported and periodically reviewed; research 

organisations must justify why data needs to be retained which can be useful to refer 

back to in the future. For more information on recommended retention periods for 

research data, please see the University’s Records Retention Schedule. 

 

mailto:DPO@beds.ac.uk
https://in.beds.ac.uk/general-data-protection-regulation/data-protection-impact-assessment-dpia/
https://in.beds.ac.uk/media/256446/dpia-form.pdf
https://in.beds.ac.uk/media/256443/data-breach-process.pdf
https://in.beds.ac.uk/media/256443/data-breach-process.pdf
https://in.beds.ac.uk/media/256444/data-breach-reporting-form.pdf
mailto:legaloffice@beds.ac.uk
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/principles/storage-limitation/#archiving
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/principles/purpose-limitation/#compatible_purpose
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/principles/purpose-limitation/#compatible_purpose
https://in.beds.ac.uk/general-data-protection-regulation/retention-of-data/


 6 

What does UK GDPR mean for research with children 

UK GDPR offers greater protection to children because they may be less aware of 

the risks involved. Therefore, when we process their data, protection is essential 

from the outset. Fairness and transparency must be at the centre of all our 

processing. However, most of the same rules that apply to adults apply to children. 

You will still need to have a lawful basis for processing a child’s data. This is “public 

task”. All the same rights which apply to adults apply to children, as do all the 

safeguards. However, there are a few key areas where children’s rights are 

extended. We have designed an accessible IASR Privacy Notice.  

 

1. Your privacy notices and participant information sheets need to be clear, and 

age-appropriate. Your participants should be able to easily grasp what will 

happen to their personal data and what rights they have.  

2. More weight is placed on an individual’s right to erasure if they gave their consent 

to processing when they were a child. 

3. Children merit specific protection when you use their personal data for marketing 

purposes or creating personality or user profiles 

4. You should not usually make decisions based solely on automated processing 

about children if this will have a legal or similarly significant effect on them 

5. If you are offering information society services (basically online services for 

remuneration) directly to a child, in the UK only children aged 13 or over are able 

to provide their own consent. If a child is under this age, you need to get consent 

from whoever holds parental responsibility for the child - unless the online service 

you offer is a preventive or counselling service. NB: this is the only time an age 

limit for consent applies under UK GDPR.  

6. You should do a DPIA whenever you plan to process children’s data, even if this 

is not sensitive data. 

 

What is this quick guidance based on? 

UoB GDPR resources 

Health Research Authority GDPR guidance for researchers 

Sheffield Hallam University Privacy Notice for research participants 

ESRC blog on why GDPR matters for researchers 

https://www.beds.ac.uk/media/271008/uob-iasr-gdpr-accessible-cyp-privacy-notice-research-participants-sept-2019.pdf
https://in.beds.ac.uk/general-data-protection-regulation
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/
https://www.shu.ac.uk/about-this-website/privacy-policy/privacy-notices/privacy-notice-for-research
https://blog.esrc.ac.uk/2018/05/25/why-gdpr-matters-for-research/#more-5089
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