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What this guidance is about 

The Institute of Applied Social Research (IASR) is committed to innovative research 

that is carried out to the highest ethical standards and academic rigour. All research 

by IASR staff and postgraduate research students (PGR) must receive ethical 

approval via the IASR Research Ethics Panel. Research approved via the IASR 

Ethics Panel must comply with the University of Bedfordshire’s (UoB) Research 

Ethics Policy. 

 

IASR ethics guidance is designed to inform the design and implementation of 

research. Researchers may be faced with difficult, changing and unclear situations 

that can bring new and unexpected ethical dilemmas. The guidance forms the basis 

for considering these dilemmas and will be viewed as an integral part of research 

and evaluation supervision, on-going learning and review. 

 

IASR ethics application 

Please use this guide to inform the development of your research ethics application 

(F2). Reviewers should also familiarise themselves with the guidance to ensure a fair 

and consistent approach to the ethics review process. 

 

To ensure timely review, please ensure that you submit your ethics application on 

the date specified in your intention to submit an ethics application form (F1). 

 

Please read the form carefully and answer all relevant questions by identifying 

ethical considerations within the main application in terms that can be understood by 

a lay person. Supporting documentation should be numbered clearly and cross-

referenced in the main application to aid the review process. Please note that your 

form will be returned if incomplete. This will lengthen the time it takes to get 

ethical approval, so please complete the form as fully as possible. 

 

PGR students should complete this form in consultation with their supervisors. 

Supervisors must sign the declaration at the end of the form. PGR applications will 

be not be reviewed unless signed by supervisors to indicate readiness of 

application for review. 

https://www.beds.ac.uk/research-ref/iasr/ethics
https://www.beds.ac.uk/media/84585/research-ethics-policy.pdf
https://www.beds.ac.uk/media/84585/research-ethics-policy.pdf
https://www.beds.ac.uk/research-ref/institutes/iasr/ethics/forms/
https://www.beds.ac.uk/research-ref/institutes/iasr/ethics/forms/
https://www.beds.ac.uk/research-ref/institutes/iasr/ethics/forms/
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If you would like any further support, please contact the IASR research ethics 

administrator at: Hemlata.Naranbhai@beds.ac.uk 

 

IASR ethical principles and expectations for ethical research 

The IASR Ethics Panel is committed to promoting a culture of ethical reflection, 

debate and mutual learning. Our ethical principles and expectations for ethical 

research are guided by the following frameworks, national agreements and data 

protection legislation.  

 

ESRC ethical principles 

The Framework for Research Ethics produced by the Economic and Social 

Research Council (ESRC) provides comprehensive guidance on many potential 

ethical issues during the complete lifecycle of a project and includes information and 

guidelines on good research conduct and governance.  

 

The ESRC identifies six core principles for ethical research: 

• Research should aim to maximise benefit for individuals and society and 

minimise risk and harm. 

• The rights and dignity of individuals and groups should be respected. 

• Wherever possible, participation should be voluntary and appropriately 

informed. 

• Research should be conducted with integrity and transparency. 

• Lines of responsibility and accountability should be clearly defined. 

• Independence of research should be maintained and where conflicts of 

interest cannot be avoided, they should be made explicit. 

 

Your research may be guided by other ethical codes such as those produced by 

professional bodies but should broadly be in line with the ESRC Framework. 

 

University Research Ethics Policy 

The University of Bedfordshire is committed to maintaining the probity and integrity 

of academic research to the highest standards. The University strives for excellence 

mailto:Hemlata.Naranbhai@beds.ac.uk
http://www.esrc.ac.uk/funding/guidance-for-applicants/research-ethics/
http://esrc.org.uk/
http://esrc.org.uk/
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in its research, including theoretical and empirical rigour, honesty, openness, and 

care and respect for all research participants.  

 

Research approved via the IASR Ethics Panel must comply with the University’s 

Research Ethics Policy. The University requires that all research undertaken is 

conducted in line with generally accepted principles of ethical research: 

 

• All participants give genuine informed consent being properly informed of the 

purpose of the nature of the research, take part without any actual or 

perceived coercion and are free to withdraw without giving a reason or threat 

of adverse effect.  

• The involvement of participants is proportionate to the likely benefits of the 

research.  

• Any harm or distress will be avoided or at least mitigated through robust 

precautions and be proportionate to likely benefits.  

• The anonymity of participants and organisations must be preserved unless 

otherwise agreed and data properly protected.  

• Researchers must conduct their research with integrity and transparency with 

regard to actual or potential conflicts of interest. 

 

Concordat to Support Research Integrity 

It is the University’s expectation that all research will be in accordance with the core 

elements of research integrity as set out in the Universities UK Concordat to Support 

Research Integrity. The Concordat sets out five commitments that will provide 

assurances to government, the wider public and the international community that 

research in the UK continues to be underpinned by the highest standards of rigour 

and integrity. As signatories to and supporters of the concordat to support research 

integrity, the University are committed to: 

 

1. Maintaining the highest standards of rigour and integrity in all aspects of 

research.  

2. Ensuring that research is conducted according to appropriate ethical, legal 

and professional frameworks, obligations and standards.  

https://www.beds.ac.uk/media/84585/research-ethics-policy.pdf
https://www.universitiesuk.ac.uk/policy-and-analysis/reports/Pages/research-concordat.aspx
https://www.universitiesuk.ac.uk/policy-and-analysis/reports/Pages/research-concordat.aspx
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3. Supporting a research environment that is underpinned by a culture of 

integrity and based on good governance, best practice and support for the 

development of researchers.  

4. Using transparent, robust and fair processes to deal with allegations of 

research misconduct should they arise.  

5. Working together to strengthen the integrity of research and to reviewing 

progress regularly and openly. 

 

UK Research and Innovation 

The University expects all researchers to comply with the UK Research and 

Innovation (UKRI) Policy and Guidelines of Good Research Conduct. UKRI brings 

together the seven Research Councils, Innovate UK and Research England. UKRI 

guidelines promote good research conduct, including: 

 

• Integrity: The research has been carried out in a rigorous and professional 

manner and due credit has been attributed to all parties involved. 

• Plagiarism: Proper acknowledgement has been given to the authorship and 

sources of data and ideas. 

• Conflicts of Interest: All financial and professional conflicts of interest have 

been properly identified and declared. 

• Data Handling: The research draws upon effective record keeping, proper 

storage of date in line with confidentiality, statute and University policy. 

• Ethical Procedures: Proper consideration has been given to all ethical issues 

and appropriate approval sought and received from all relevant stakeholders. 

In addition, the research should conform to professional codes of conduct 

where appropriate. 

• Supervision: Effective management and supervision of staff and students for 

whom the researcher(s) is/are responsible. 

• Health and Safety: Proper training on health and safety issues has been 

received and completed by all involved parties. Health and safety issues have 

been identified and appropriate assessment and action have been 

undertaken. 

 

https://www.ukri.org/about-us/policies-and-standards/research-integrity/


 10 

UK Data Protection Law 

New rules governing the way that organisations use personal data now fall under UK 

Data Protection Law (UK DPL). Personal data is information relating to an 

identifiable living individual. UK DPL covers the Data Protection Act 2018 (DPA 

2018) and the UK General Data Protection Regulation (UK GDPR). Transparency is 

a key element of UK GDPR. 

 

Researchers collecting or accessing personal data (including re-using personal data 

which already exists) or performing any other processing operation on it, need to 

comply with the requirements of UK DPL, as well as all relevant ethical requirements 

and the common law duty of confidentiality. Please see the University’s GDPR best 

practice guidance and GDPR Guidance for Researchers and further information can 

be accessed via the Office of the Information Commissioner (ICO). 

 

Breach of Concordat or University Policy 

Staff and students are expected to report instances where there may have been a 

breach of the Concordat or of University policy. Normally this should be via the 

Director of IASR or the Head of the Research Graduate School. In some instances, 

members of the academic community may wish to utilise the University’s 

Whistleblowing Policy if required.  

 

Research misconduct 

Allegations of Research Misconduct against postgraduate (non-taught) research 

students should be made to the Head of the Research Graduate School. Allegations 

against staff should be made to the Director of IASR. 

 

Further guidance 

IASR ethics guidance draws on ethical guidance from the following Universities and 

associations: Centre for Expertise on Child Sexual Abuse, British Sociological 

Association, British Psychological Society, City University; Durham University; Ethics 

Guidebook; Social Research Association; UCL Institute of Education; UK Data 

Service; UK Evaluation Society; University of Sheffield; and University of Sussex.  

https://in.beds.ac.uk/general-data-protection-regulation/gdpr-overview-and-best-practice-guidance/
https://in.beds.ac.uk/general-data-protection-regulation/gdpr-overview-and-best-practice-guidance/
https://in.beds.ac.uk/general-data-protection-regulation/guidance-for-researchers/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://in.beds.ac.uk/governance/policies-and-procedures/
https://www.csacentre.org.uk/research-publications/evaluation-fund/framework-for-research-ethics/
https://www.britsoc.co.uk/ethics
https://www.britsoc.co.uk/ethics
https://www.bps.org.uk/news-and-policy/bps-code-ethics-and-conduct
https://www.city.ac.uk/research/ethics/help-and-guidance/research-conducted-outside-of-the-uk
https://www.dur.ac.uk/research.innovation/governance/
http://www.ethicsguidebook.ac.uk/
http://www.ethicsguidebook.ac.uk/
https://www.britsoc.co.uk/ethics
https://www.ucl.ac.uk/ioe/research/research-ethics-ucl-institute-education
https://www.ukdataservice.ac.uk/manage-data.aspx
https://www.ukdataservice.ac.uk/manage-data.aspx
https://www.sheffield.ac.uk/rs/ethicsandintegrity
http://www.sussex.ac.uk/staff/research/governance
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Completing your ethics application 

 

Section 1: Contact details 

 

Please complete contact details to aid administration of your application. 

 

Section 2: Project details 

 

This section provides the panel with basic information about the research, including: 

 

Project title 

Project start date 

The project start date may be before ethical approval is granted although no 

fieldwork should begin until approval has been received. Applicants may wish to 

contact facilitating organisations to agree participation, prior to ethics approval.  

 

Project end date 

Ethical approval will be granted up to this date, which will be recorded on the IASR 

Research Ethics Database.  

 

Code of research ethics 

All research conducted via the IASR Research Ethics Panel must comply with the 

Universities UK (UUK) Concordat to Support Research Integrity. Please add any 

additional professional code of ethics, such as the Association for Systemic Practice 

and Family Therapy, British Psychological Society, Social Research Association or 

UK Council for Psychotherapy. 

 

Project funder 

Who is funding the research? Please check funder requirements for ethical review. 

http://www.universitiesuk.ac.uk/policy-and-analysis/reports/Pages/research-concordat.aspx
https://www.aft.org.uk/view/index.html?tzcheck=1
https://www.aft.org.uk/view/index.html?tzcheck=1
https://www.bps.org.uk/sites/bps.org.uk/files/Policy/Policy%20-%20Files/BPS%20Code%20of%20Human%20Research%20Ethics.pdf
http://the-sra.org.uk/research-ethics/ethics-guidelines/
https://www.psychotherapy.org.uk/
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Project continuation 

If this application is for a continuation of a previously approved project, please 

provide details including the ethics application reference number given with your 

approval. If available, the original reviewers will assess continuations. 

 

Research overseas 

If you are conducting your research overseas, you will need to give details here and 

provide further information in Section 5 on Ethical Issues. 

 

If you are travelling overseas, staff must ensure that you have read and comply with 

University's policy on conducting business abroad and have obtained insurance via 

UMAL (the University’s insurers). Students must check that your research is fully 

covered by the University and your employer’s or own professional indemnity 

insurance. 

 

External ethics panels 

Following ethical approval by IASR Ethics Panel, some research will also be subject 

to ethical scrutiny by other specialist ethical committees. In general, you should only 

apply for external ethical approval after your proposal has been approved and you 

have been given ethical approval by IASR Ethics Panel and/or the University 

Research Ethics Committee (UREC) (see below).  

 

The following list includes some of the UK key organisations in the human services 

that have their own ethical review processes, but there may be others.  

It is your responsibility to ascertain all additional approvals required before 

undertaking your research.  

 

Research that involves NHS organisations in England where the NHS organisation 

has a duty of care to participants, either as patients/service users or NHS 

staff/volunteer must be approved via the Health Research Authority (HRA) Research 

Ethics Committees. Please use the HRA decision tool to see if your research needs 

NHS ethical approval and print out the final statement outcome to submit as part 

of your IASR RIEP ethics application. 

https://www.beds.ac.uk/about-us/our-university/foi/policies/travel
https://www.hra.nhs.uk/
http://www.hra-decisiontools.org.uk/ethics/
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Social care research funded by the Department of Health requiring review by the 

Social Care Research Ethics Committee. 

 

Under the Mental Capacity Act 2005 (MCA 2005) any research that proposes to 

involve the recruitment of participants aged 16 and above who lack capacity to 

consent to take part in the research, or who later lose capacity during the research, 

must have ethical approval by a recognised appropriate body such as the Social 

Care Research Ethics Committee. 

 

Research which involves people, and which is funded or sponsored by the Ministry 

of Defence (MOD) must secure approval from the MOD Research Ethics Committee. 

 

Research that involves prisons, youth offending or probation services requires 

approval through the Her Majesty’s Prison and Probation Service or HRA REC 

committee. 

 

Local authorities and other organisations may also have their own research 

governance arrangements where approval will be required before data collection 

commences. 

 

Please check for parallel ethics committees when researching overseas. 

 

Approval processes via two or more research governance arrangements may result 

in multiple and conflicting requests to amend aspects of the research process. In this 

event, please contact the IASR Ethics Panel to discuss recommendations and agree 

how to manage conflicting feedback appropriately. 

 

Please forward any external approvals received to the IASR research ethics 

administrator at: Hemlata.Naranbhai@beds.ac.uk. This will be recorded on the 

IASR ethics database. 

 

University Research Ethics Committee  

Proposals may also be referred to the University Research Ethics Committee 

(UREC) for review if they: 

https://www.hra.nhs.uk/approvals-amendments/what-approvals-do-i-need/research-ethics-committee-review/
https://www.hra.nhs.uk/approvals-amendments/what-approvals-do-i-need/research-ethics-committee-review/
https://www.hra.nhs.uk/approvals-amendments/what-approvals-do-i-need/research-ethics-committee-review/
https://www.gov.uk/government/groups/ministry-of-defence-research-ethics-committees
https://www.gov.uk/government/organisations/her-majestys-prison-and-probation-service/about/research
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/prison-research/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/prison-research/
mailto:Hemlata.Naranbhai@beds.ac.uk
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• do not conform to general research principles (e.g. covert research) 

• involve complex or novel research designs with unique or uncommon ethical 

dilemmas 

• potentially involve reputational risk to the University 

• fall under the University’s Prevent Duty or 

• involve multidisciplinary or interdisciplinary research. 

 

If in doubt, the IASR Ethics Panel will advise when an application should be referred 

to UREC. 

 

Section 3: About you 

 

Principal Investigator (PI) 

The PI is the person who has overall responsibility for the research. 

 

Co-investigators/partners/collaborators 

Provide details of co-investigators and/or any external partners and collaborators. 

For collaborative projects you should clearly indicate the lead partner and identify the 

remit of the IASR research team’s involvement. 

 

It is the IASR ethics panel policy to seek reviewers outside of the research team, and 

where possible, Research Centre and Research Group. It is, therefore, important to 

record all co-investigators, to ensure integrity of the review process. 

 

PGR student and research degree 

Provide details of your research degree and name of supervisors. It is the IASR 

ethics panel policy to identify reviewers other than your supervisors to assess your 

application. Where possible, we identify reviewers relevant to your research degree. 

PGR applications will be not be reviewed unless signed by your supervisors. 
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Section 4: About your research 

 

4a. Research methods summary 

 

In this section you need to provide the panel with an understanding of your research 

project (max. 200-300 words). Please ensure you tick all methods that will be used in 

your research. Your summary should include clear information on the aims and 

objectives, research questions and study design, including data collection methods.  

 

Professional doctorate researchers should make clear distinctions between their 

research practice for which they are asking ethical approval and the context of their 

professional practice. If you are applying for phased approval of a project, you 

should provide a brief overview of the research but prioritise and clearly state which 

phase is requested for review.  

 

To assist reviewers in understanding the project, please ensure that your explanation 

is written in lay language and any acronyms or abbreviations explained. 

 

4b. Research participants 

 

Research participants 

Many research projects within IASR are likely to directly involve people, but not all. 

For example, systemic research may involve constructing narrative accounts on the 

basis of practice experience. 

 

For research where there are human participants, please ensure that you tick all 

relevant boxes. Participants are those from whom you are collecting data (through 

questionnaires, interviews focus groups and observations) as well as those whose 

personal data may be used (including for secondary analysis) and participants in 

action research. Not all research will involve direct interaction with participants. 

Where possible, please provide an estimate of numbers of anticipated participants. 
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• Research involving children – ensure that you are clear about the ages of the 

children and provide more detailed information in Section 5 Ethical Issues. 

• Research involving adults – describe them briefly (e.g. parents, adults using 

drug or alcohol services, social workers or other staff members) 

 

If you do not yet know who the participants will be tick the ‘unknown’ box and explain 

clearly why this is. 

 

Research with potentially vulnerable people 

Researchers will need to consider additional ethics concerns or issues arising from 

working with potentially vulnerable people. Vulnerability may be defined in different 

ways and may arise as a result of being in an abusive relationship, vulnerability due 

to age, potential marginalisation or disadvantageous power relationships within 

personal and professional roles. If you intend to conduct research with potentially 

vulnerable participants, this should be covered in Section 5 Ethical Issues.  

 

Potentially vulnerable participants include:  

• Children and young people aged under 18 years 

• People whose decisional capacity to give informed consent is uncertain e.g. 

someone experiencing schizophrenia or dementia (NB: this does not apply to 

everyone with schizophrenia or dementia and capacity to give informed 

consent may fluctuate) 

• People whose circumstances may affect their decision to consent e.g. where 

power dynamics form part of the relationship with gatekeepers e.g. research 

involving prisoners 

• People whose involvement in the research can increase their vulnerability e.g. 

someone experiencing domestic abuse, whose participation needs to be 

concealed from their partner. 

 

Where capacity to make a decision about consent or refuse to take part in research 

is uncertain, procedures should be in place to ensure the following key elements of 

decisional capacity are assessed: 
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• Ability to understand relevant information 

• Ability to appreciate the situation and its likely consequences 

• Ability to manipulate information rationally (i.e. to reason) 

• Ability to evidence a choice. 

 

Dual relationships 

Some researchers may have dual relationships with participants, for example, in 

tutor-student, therapists-client and manager-employee relationships. Please address 

how you are negotiating sensitivities in those relationships to ensure that participants 

have real choice to participate or not without feeling their lives are compromised in 

anyway. 

 

Gatekeepers and recruitment of participants 

A gatekeeper is any person or institution that acts as an intermediary between a 

researcher and potential participants. A gatekeeper may also have the power to 

grant or deny permission for access to potential research participants. 

 

Use of a gatekeeper will be necessary where a researcher does not have legitimate 

access to personal data (names and contact details) of potential participants; in such 

cases a gatekeeper who does have such access will need to make first contact on 

behalf of the researcher. In other cases, it may be good etiquette (though not 

mandatory) to use a gatekeeper. Gatekeepers may include: 

 

• health and social care professionals, such as those working with patients, 

children or older people 

• an employer, for research within a workplace / organisation 

• any adult whose permission is required to gain access to research 

participants within a community (in the UK or overseas), such as another 

family member (e.g. the parent or husband of the participant), clergy, 

community leaders or community elders. 

 

Researchers must describe their recruitment strategy within the application, give full 

consideration as to whether there is a need for a gatekeeper, describe how any 
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potential consent issues will be addressed, and whether gatekeepers will employ a 

prepared ‘script’ to minimise variation in the presentation of the research. 

 

Key questions 

• Who you intend to collect data from and how? 

• Who are the potential participants are and how you will identify them? 

• How you will approach potential participants? 

• Any approvals / necessary permissions (such as from gatekeepers) and how 

these will be managed? 

 

4c. Disclosure and Barring Service 

 

If you are planning to carry out research in environments where children are present, 

or if your research will bring you into contact with children and young people under 

the age of 18, you will need to have a Disclosure and Barring Service (DBS) check 

and/or equivalent overseas – if relevant - before you start data collection. It is good 

practice to join the DBS renewal service that updates your check on an annual basis. 

 

If your research involves adults, researchers should have a DBS check if they are 

conducting research in care homes or hospitals on a frequent, intense or overnight 

basis. Frequent means once a week or more, intensive means on four days or more 

in a single month. If accessing adult participants via an organisation, please check 

their regulations concerning requirement for a DBS. If in doubt, you should contact 

the Disclosure and Barring Service to find out if a DBS check is applicable.  

 

Where relevant, please record DBS number of each researcher and date of issue, 

which can be cross-checked with the list held by Human Resources. 

 

If your research is being conducted overseas, where relevant please provide the 

equivalent DBS information and make clear via your application.  

  

https://www.gov.uk/government/organisations/disclosure-and-barring-service
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4d. Secondary data analysis 

 

You need to consider what kind of consent – or whose permission – you need to get 

to conduct secondary research. Some datasets are in the public domain such as 

those produced by the Department for Education on children in need, others may be 

service level data routinely collected by local authorities or other organisations. In 

some cases, you may be analysing datasets produced by other research teams. 

Where data can be traced back to identifiable, living individuals, information sharing 

agreements should be in place. 

 

It is sometimes assumed that secondary analysis raises few (or no) ethical 

considerations but it is worth spending some time thinking about the specific ethical 

considerations of your planned research, including appropriate permissions, 

anonymisation and the original remit within which the data was collected. In 

secondary analysis the people whose details are recorded in the data are not directly 

approached for their consent, but there are still questions to consider. 

 

Key questions 

• What are the implications of UK GDPR for your planned use of the data? 

Specifically, you should check what kind of consent was secured from 

participants when the data were collected.  

• Is your secondary research compatible with the original purpose of data 

collection? 

• Would participants or data subjects object to how you are using and 

interpreting their data? Should they be, or can they be, contacted and asked 

for their consent? 

• Are the original participants individually identifiable or recognisable in any 

way? If so, do you have information sharing agreement in place? 

• What are your responsibilities to the researchers who collected the original 

data?  Do you need their permission to use the data set?  Do you need to 

inform them of what you plan to do? 

 

https://www.gov.uk/government/collections/statistics-children-in-need
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Please note that collecting “special category data” (see 5f Data protection and 

security below) requires explicit consent from the individual it relates to, meaning 

the consent should be clearly given and clear as to what is being consented to in 

relation to the processing of their data.   

 

Data transfer 

When transferring secondary data, security procedures should be in place via 

password protected files and encrypted email or OneDrive. Please note that 

international transfers of data are subject to UK GDPR, see section 5f Data 

protection and security.  

 

ICT can help with accessing OneDrive or use the following simple process for 

accessing UoB’s encrypted email: precede the title of your email with the following 

brackets {encrypt} to activate the encryption process via Microsoft 365. 

 

4e. Security-sensitive material 

 

Some projects may collect or encounter security-sensitive research material. This 

may be more likely if your project is within any of the following categories: 

 

• Commissioned by the military 

• Commissioned under a European Union (or other) security programme 

• Involves the acquisition of security clearances 

• Concerns terrorist or extreme groups.  

 

If your project involves security-sensitive material, please provide further details in 

Section 5 Ethical Issues. Once your application has been received, your 

application will also be referred to UREC for review. 
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Section 5: Ethical issues 

 

In this section, consider the ethical issues that may arise in your research and how 

you will manage them. It is intended to help you think about the ethical dilemmas that 

may arise during the lifecycle of your research project and what steps you can take 

to address them, as well as to help IASR Ethics Panel reviewers assess your 

application. 

 

Please identify ethical considerations in relation to all participant groups. To assist 

you, headings have been included in this section. This list is not exhaustive, nor will 

every issue apply to every project. Any other ethical considerations should be 

discussed in Section 5l. 

 

5a. Participation and informed consent 

 

In any sort of research using people, it is critical to put in place appropriate 

procedures for obtaining informed consent, taking into account the needs and 

capacity of the participants involved. Securing consent is fundamental to establishing 

trust and confidence between researcher and participant.  

 

In thinking about consent, it is important to distinguish between: 

 

• Consent to take part in the project (this is the primary focus of this section) 

• Consent for processing personal data under UK GDPR (this is one of the 

'lawful bases' for processing personal data). 

 

The normal requirement for any project is that participants have given free and 

informed consent to take part in the project. As part of this, they should be given full 

and clear information about how any data they provide will be used. You should 

obtain consent to participate regardless of whether or not you are intending to use 

‘consent’ as the lawful basis for processing personal data. 
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Please note that there is a difference between “informed consent” to participate in 

research and “consent” to process personal data as defined by UK GDPR. The 

University recommends that researchers should not rely on “informed consent” as 

their lawful basis for processing personal data. Instead, they should normally rely on 

'public task' as the lawful basis. This should made clear via a privacy notice. You can 

find out more about this in the University’s GDPR guidance for researchers. 

 

The consent documentation should comprise four elements: 

 

• UK DPL compliant example of information sheet (Appendix A) 

• IASR privacy notice (Appendix B) 

• IASR accessible privacy notice (Appendix C) 

• UK DPL complaint example of consent form (Appendix D) 

• Example support and complaints sheet (Appendix E) 

 

Required steps in relation to this include: 

 

• Provision of information for participants in advance of engagement that as a 

minimum describes: what the study is about; what you are asking of them; 

how their information will be used; confidentiality; anonymity; data security 

and rights under the law; complaints; and who to contact with any questions. 

• Information should be appropriately presented in language required – e.g. 

child friendly; sensitive to the needs of people with learning disabilities; or 

translated into a relevant language.   

• If participants are being accessed through a gatekeeper, they should be fully 

briefed as to their role and how to communicate the information to potential 

participants. 

• Initial consent to participate should be followed by reconfirmation of consent 

before any data collection begins. This should be based on a verbal 

explanation of key points. Unless reasons exist not to do this, consent should 

be recorded in writing. 

• Consent for recording should be separately presented, unless mandatory part 

of their engagement. 

https://www.beds.ac.uk/media/266424/gdpr-guidance-for-researchers.pdf


 23 

• Consent can be retracted, so participants should be made aware of this. In an 

interview scenario, good practice is to check at the end of the interview if 

there is anything they’ve said that they would like you to change or withdraw 

(and to let them know at the start they can do this) as well as providing 

information on how – and within what timeframe – they can withdraw consent 

afterwards. 

 

Proxy consent 

Proxy consent occurs when another person has been given the legal right to consent 

on behalf of the participant. This may be necessary when the participant is a 

vulnerable person. Proxy consent should only be used when participants are unable 

to consent themselves or where it is legally necessary. 

 

Care should be taken in determining that consent cannot be sought from the 

participants and it should not be automatically assumed that children are unable to 

consent because of their age. Nor should it be assumed that a person with cognitive 

impairment or a communication impairment cannot give informed consent. If 

additional parent/carer consents are required, these should be recorded in writing. 

Although these will need to be negotiated with gatekeepers in each project, and vary 

according to the sensitivity of the engagement, a general rule of thumb is: 

 

• Active parental consent (opt-in) is required for children aged 13 or under. 

• Young people aged 14 or over do not need parent/carer consent where risk is 

assessed as minimal. 

 

Please note that in the cases of children aged 14 and 15 who are looked after there 

may also be a requirement for carer consent – in accordance with individual local 

authority protocol. Funders or commissioners of research may also have specific 

requirements about when parental/carer consent is required. 

 

When proxy consent is relied on, agreed criteria should be used to identify signs that 

the participant is unwilling to take part or wishes to terminate the research 

interaction, and that they fully understand what is being asked of them. There are 
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times when the most robust way to gain consent is both to get proxy consent and to 

try and seek informed consent from the participants directly. 

 

Research with children 

UK GDPR offers greater protection to children because they may be less aware of 

the risks involved. Therefore, when we process their data, protection is essential 

from the outset. IASR accessible privacy notice for use with children and young 

people can be found in Appendix C. 

 

However, most of the same rules that apply to adults apply to children. You will still 

need to have a lawful basis for processing a child’s data. This is the “public task” 

concept in the UK GDPR. All the same rights which apply to adults apply to children, 

as do all the safeguards. However, there are a few key areas where children’s rights 

are extended: 

 

• Your privacy notices and participant information sheets need to be clear, and 

age-appropriate. Your participants should be able to easily grasp what will 

happen to their personal data and what rights they have.  

• More weight is placed on an individual’s right to erasure if they gave their 

consent to processing when they were a child. 

• Children merit specific protection when you use their personal data for 

marketing purposes or creating personality or user profiles. 

• You should not usually make decisions based solely on automated processing 

about children if this will have a legal or similarly significant effect on them. 

• If you are offering information society services (basically online services for 

remuneration) directly to a child, in the UK only children aged 13 or over are 

able to provide their own consent. If a child is under this age, you need to get 

consent from whoever holds parental responsibility for the child - unless the 

online service you offer is a preventive or counselling service. NB: this is the 

only time an age limit for consent applies under UK GDPR.  
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You should do a Data Protection Impact Assessment (DPIA) whenever you plan 

to process children’s data, even if this is not sensitive data, see Section 5f Data 

protection and security. 

 

Translators 

Please note that where research is conducted via translators and interpreters, 

consent may also be required if recording their voices as part of an interview. This 

constitutes personal data that can be traced back to a living individual. 

 

Reciprocity and rewards 

Reciprocity and rewards should be considered in every project, in recognition of the 

contribution of participants. Rewards may include thank you cards, certificates of 

participation or in some case, vouchers. In general, vouchers are offered as a “thank 

you” rather than inducement to participante. However, if vouchers are part of the 

research recruitment strategy, please address any ethical issues such as coercion 

arising. It is against University finance policies to provide cash to participants. 

 

Key questions 

 

• Have you considered whether you will provide reciprocity to participants? 

These do not always have to be monetary but may be thank you cards, 

certificates of participation or other means of thanking participants. What is 

your justification for doing so or not? 

• If accessing participants through a service, does provision of reciprocity and 

rewards align with their organisational rules? For example, if participant 

vouchers are not permitted, could the researcher contribute money for a 

group activity to a service? 

• If staff, what processes do you have in place to evidence that participants 

have signed to demonstrate that they have received the voucher? This should 

include a written record of voucher numbers, signed receipts and researcher 

initials. 
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Covert research 

The IASR Ethics Panel expects research will be based on informed consent. Should 

you wish to undertake covert research, you should first discuss this with the Panel. If 

such research is proposed, this will automatically be referred to UREC for review. 

 

Data retention and consent 

UK GDPR recognises the value of scientific research, meaning important collections 

of data can be retained indefinitely for research. Secondary analysis of your research 

data is permissible if “compatible” with your original research purpose, and UK 

GDPR Recital 50 specifically states that further processing for archiving purposes in 

the public interest, scientific or historical research purposes or statistical purposes 

“should be considered to be compatible.” 

 

However, long-term retention needs to be adequately supported and periodically 

reviewed; research organisations must justify why data needs to be retained which 

can be useful to refer back to in the future. This is best managed via a Data 

Management Plan (DMP) discussed in Section 5f. Data protection and security. 

 

Where research material is sourced from professional material and belongs to 

another organisation (for example, notes or video recordings which constitute a 

clinical record or professional record), such material is not the property of the 

researcher or the university. It must be clear to all parties via information sharing 

agreement how long the material can be accessed or loaned for research purposes 

before researcher copies are destroyed or returned to the professional organisation.  

 

For more information on data retention, please see University guidance on retention 

of data 

 

5b. Confidentiality and anonymity 

 

The principles of anonymity and data confidentiality should be made clear as part of 

gaining a participant’s informed consent. The researcher must make it clear what is 

to be done with the data they collect and how the individual’s or organisation’s 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/principles/storage-limitation/#archiving
https://in.beds.ac.uk/general-data-protection-regulation/retention-of-data/
https://in.beds.ac.uk/general-data-protection-regulation/retention-of-data/
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identity will be protected. While anonymity and data confidentiality are often used 

almost interchangeably, they are distinct: 

 

• Anonymity means that the participant or organisation cannot be identified by 

anyone, including the researcher or research team 

• Confidentiality means that the participant or organisation can be identified by 

the researcher/research team or academic supervisor but access to this 

information is restricted to the researcher/research team or supervisor only.  

 

Anonymisation is a process that allows data to be shared, whilst preserving privacy. 

The process of anonymising data requires that identifiers are changed in some way 

such as being removed, substituted, distorted, generalised or aggregated. Primary 

anonymisation techniques include removal of direct identifiers such as names and 

replacement with a code. However, participants may be indirectly identified via their 

job role, organisation, sensitive data such as ethnicity or other information. 

 

Researchers studying their own professional work should seek permission from all 

concerned (participants and representatives of the professional organisation) to 

share their research material with academic supervisors for discussion of their 

research. Where composite case studies or composite scenarios are used for 

research purposes, researchers must state clearly how the composite studies have 

been created and measures the researcher has taken to exclude specific people, 

organisations or stories. 

 

Further information on anonymisation can be accessed via the UK Data Service. 

 

Key questions 

• What data will be anonymised and how will this be done? Will data be fully 

anonymised? 

• What level of anonymisation or confidentiality will you promise the participants 

and organisations and how will this be guaranteed? If it cannot be fully 

guaranteed, how will you explain this risk to participants? 

https://www.ukdataservice.ac.uk/manage-data/legal-ethical/anonymisation
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• Is the nature of the research (such as topics to be discussed) likely to divulge 

information that could necessitate disclosure to other parties, for instance 

issues relating to child protection or illegal activity? If so, clarify the possible 

foreseen issues and describe how these will be addressed and how 

participants will be informed of the potential for disclosure. 

• If conducting focus groups, what approaches will you take to ensure 

participants understand the limits of confidentiality within a group setting?  

 

Please note that each member of the research team or PGR student should 

familiarise themselves and abide by all relevant local safeguarding guidance (both 

service and local authority specific) and the University’s Policy on Safeguarding 

Children and Vulnerable Adults Policy, see section 5c directly below. 

 

5c. Safeguarding in the research context 

 

Legal responsibilities 

IASR takes safeguarding concerns very seriously and is committed to upholding the 

University’s Safeguarding policy. The IASR Ethics Panel has also produced its own 

Safeguarding children and adults at risk policy. This provides detailed guidance on 

roles and responsibilities and procedures in the event that staff or PGR students 

suspect a child or adult may be experiencing, or be at risk of significant harm 

(including where a child or adult themselves are causing or likely to cause significant 

harm). All IASR staff and PGR students have access to wider support from the 

University and IASR designated safeguarding leads (DSLs) who have undertaken 

additional training in safeguarding. 

 

Responsibilities include: 

• The University has specific legal responsibilities to ensure that children and 

adults at risk (‘vulnerable adults’) are safeguarded against the risk of harm and 

abuse  

• The University recognises that abuse or harm or the risk of abuse or harm to a 

child or adult may take many different forms and that individuals may have 

different perceptions of what constitutes harm or abuse. The University regards 

https://in.beds.ac.uk/__data/assets/pdf_file/0005/454874/POLICY-FOR-SAFEGUARDING-CHILDREN-AND-VULNERABLE-ADULTS.pdf
https://in.beds.ac.uk/__data/assets/pdf_file/0005/454874/POLICY-FOR-SAFEGUARDING-CHILDREN-AND-VULNERABLE-ADULTS.pdf
https://in.beds.ac.uk/media/kynnv411/safeguarding-policy.pdf
https://www.beds.ac.uk/iasr/ethics/guidance/
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harm or abuse as including any physical, sexual or emotional abuse or neglect, 

bullying, harassment or intimidation. This can include predatory, coercive, and 

controlling behaviour (see Appendix 2). 

• It is not the responsibility of the University to investigate harm or abuse. However, 

it has a duty of care to act if there is cause for concern, to protect the welfare of 

children and adults at risk (‘vulnerable adults’), and to notify the appropriate 

agencies about any concerns so that they can investigate. 

 

As employees who engage with children and young people1, all IASR staff and PGR 

students have a legal duty under the Children Act 1989 and Working Together to 

Safeguard Children statutory guidance, to be aware of potential signs that could 

indicate that a child is being or could be harmed and to report such concerns within 

their own organization and to children’s social care.  

 

In the event that IASR staff or PGR student are concerned that a child or vulnerable 

adult is at risk or experiencing significant harm, projects must adhere to IASR’s 

Safeguarding children and adults at risk policy. It is recognised that when 

researching professional practice within an organisation where the researcher is 

employed, they may need to prioritise that organisation’s safeguarding policy. 

 

It is important to recognise that an individual researcher is not required to determine 

whether a child or adult is suffering or is likely to suffer ‘significant harm’ or not (see 

definitions in appendix 2). Nor is it their responsibility to investigate or undertake 

enquiry or assessment of the identified or suspected concern. Rather it is the role of 

the researcher, PGR student or other members of the research team to: 

• Maintain awareness of and comply with any relevant child protection/adult 

safeguarding procedures 

• Undertake relevant required training on child protection and/or safeguarding 

adults at risk (‘vulnerable adults’) 

 

1 A child is anyone who has not yet reached their 18th birthday. 

 

https://www.legislation.gov.uk/ukpga/1989/41/contents
https://www.gov.uk/government/publications/working-together-to-safeguard-children--2
https://www.gov.uk/government/publications/working-together-to-safeguard-children--2
https://www.beds.ac.uk/iasr/ethics/guidance/
https://www.beds.ac.uk/iasr/ethics/guidance/
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• Support or lead the design and risk assessment of research activities to 

maximise children and adults’ safety and wellbeing and minimise the likelihood 

that individuals are exposed to risk in the context of participating in research 

• Implement or comply with any actions identified in risk assessment processes 

and review on a regular basis  

• Recognise and respond to indicators of abuse and maltreatment 

• Share information about concerns with an appropriate person (usually a 

designated safeguarding lead for the project in the first instance) 

• Record information obtained or disclosed using the IASR Safeguarding Concern 

Reporting Form 

• Where appropriate (and with support from the designated safeguarding lead), 

make a referral to children’s and/or adult services  

• Provide information to assist in the undertaking of an assessment by a child 

protection or safeguarding adults professional 

 

Key questions 

• What does safeguarding mean within the research context? 

• Are staff or students expected to follow a code of conduct? 

• Has safeguarding training been arranged to support staff to recognise and 

respond appropriately in the event of disclosure of abuse or other 

safeguarding concerns? 

• What procedures are in place to ensure that appropriate action is taken? 

• Has a designated safeguarding lead been identified within facilitating 

organisations? 

• How will safeguarding concerns be recorded and where will this be stored? 

• How do your professional obligations support or conflict with research 

guidance? 
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5d. Researching sensitive topics 

 

Conducting research that involves human beings requires sensitivity on the part of 

the researcher to subjects that may put participants in an uncomfortable or 

vulnerable position. You should consider the definition of a 'sensitive topic' in the 

context of the type of project being undertaken, as topics which may not raise 

sensitive issues for participants in one context may do so in another. 

 

Among topics which may be considered sensitive are those involving types of 

information defined as 'special category data' or 'criminal offence data' in data 

protection legislation (see 5f below). You should be aware of the ethical implications 

of conducting research that falls within these areas, e.g. participants' experience 

based on: 

 

• Racial or ethnic origin 

• Political opinions 

• Religious beliefs or other beliefs of a similar nature 

• Trade Union membership 

• Physical or mental health 

• Sexual life, behaviour, orientation or experience 

• Illegal behaviour, including commission of an offence (alleged or actual), and 

the trial or sentencing for such offence.  
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If your research does involve any of these topics, please ensure that your privacy 

notice explicitly identifies the types of “special category” data you will collect. 

 

Be aware that sensitive or distressing topics may arise even in research that does 

not directly focus on these. Researchers should be mindful that this may occur and 

prepare accordingly. There will be times when left field issues will arise for which the 

researcher has had no chance to prepare; in these cases the University expects the 

researcher to act as a moral person, taking action as needed (including suspending 

interviews) but recognising that the researcher is not (always) a member of a helping 

professional such as a social worker and their role is to signpost and not to resolve. 

 

Consideration should be given to the appropriateness of providing information about 

support services (e.g. leaflets for counselling or self-help groups) to participants who 

may reveal they are distressed (either as a result of the research or independently). 

Notifying a third party of the participant’s distress may be a breach of confidentiality, 

unless specified in the consent form. 

 

An example of a support and complaints sheets can be found in Appendix D. 

 

Participant wellbeing 

Researchers have a duty to balance the risks to participant wellbeing against the 

benefits of participating in a research project. This involves consideration of the 

definition of wellbeing and how the research project may put participant’s wellbeing 

at risk, during the planning stage and management of these identified risks, and an 

awareness for potential new risks, as the project is executed.  

 

Researchers studying their own professional practice may be working in distressing 

situations or with distressed people. Please make clear distinctions in this section 

about the impact of the research to cause distress as opposed to distress arising in 

the context of professional practice. 

 

Key questions 

• What in the research may cause harm? 
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• What type of harm and how can we mitigate this? 

• What could be put in place to enhance participant wellbeing? 

• Does the project have a “distress policy” in the event that a participant 

becomes distressed? 

 

Consideration of participant wellbeing is important in: 

 

• Risk and needs assessment at the planning stage of a project 

• Researcher training including how to address sensitive topics; how to 

recognise, reduce and respond to potential distress of participants; closure of 

interviews 

• Project-specific scenario planning: what issues may arise? How will we 

respond?  

• Design of research materials including information sheets and consent forms 

• Location and timings, including choice of venue, room set-up, impact of 

environment 

• Debriefing and follow-up procedures for participants, including signposting to 

support 

• Developing a culture of safeguarding including following policy and 

procedures and considering participant wellbeing as a live ethical issue 

throughout the project. 

 

5e. Involving people with lived experiences/service users 

 

The IASR Ethics Panel fosters research that seeks to understand and empower the 

participants. A key principle is the involvement of people with lived experience in 

designing, undertaking and implementing the research. This is part of ethical review 

because it would be unethical not to involve people with lived experience. Applicants 

are therefore required to show how people with lived experience have been or will be 

involved in the research. 

 

There are two rationales underpinning this. The first is empowerment – we seek to 

ensure that research participation fosters people’s ability to express their views and 
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address the issues they face. The second is scientific – if we seek to understand and 

promote the outcomes sought by people with lived experience, we must first 

understand the outcomes that people value. 

 

People with lived experience includes those who use services (‘service users’), those 

who have direct experience of the issue being researched, and practitioners (where 

the study is primarily focused on their practice). The test whether to classify a 

participant as a person with lived experience is whether you aim to understand their 

views. 

 

Involvement is deliberately left without specific definition – because the level and 

nature of the involvement varies with different participants and different studies. At 

the minimum, the applicant must demonstrate how the views of people with lived 

experience have been taken into account in designing the research. This may 

include reviewing the literature on their views, asking people with lived experience 

(or their organisations) to comment on a proposal (and showing how you have 

responded), and establishing a steering group that involves people with lived 

experience. 

 

There is no limit to the maximum involvement. Some research is managed as a joint 

project between research and people with lived experience (or with their 

organisations) so that involvement permeates every research process. In some 

cases, people with lived experience may be research staff, PGR students or 

recruited as researcher assistants to participate in data collection, analysis and 

implementation of the research. Please seek advice about University employment 

practices if you plan this. Applicants are expected to demonstrate that they have 

considered ways in which involvement can be pursued, within the constraints of the 

willingness of people with lived experience to participate and available budgets. 

 

For further information, the International Centre has produced a guide to Being 

Heard promoting children and young people’s involvement in participatory research 

on sexual violence. 

 

https://www.our-voices.org.uk/assets/documents/UoB_BeingHeard-report.pdf
https://www.our-voices.org.uk/assets/documents/UoB_BeingHeard-report.pdf
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5f. Data protection and security 

 

UK DPL governs the way that organisations use personal data. Personal data is 

information relating to an identifiable living individual. UK GDPR offers 

enhanced rights to individuals whose personal data is being processed. Processing 

includes collecting, using, analysing, storing, transferring, disclosing or destroying it. 

 

UK GDPR recognises that research is in the public interest, and therefore, it allows it 

certain privileges. It legalises much of the current good practice in research, placing 

people at the centre, something that has formed the cornerstone of ethical research 

for many years. Fairness and transparency must be at the centre of all our 

processing.  

 

Researchers can be either data controllers or data processors, depending on the 

nature of the research project and relationship with third party partners. Controllers 

determine why and how personal data is used. Processors act on the instructions of 

the controller. For further information on GDPR within the research context, please 

refer to the University’s GDPR Guidance for Researchers. 

 

Data management plan (DMP) 

It is good practice to develop a data management plan (DMP). In future, all PGR 

students will be required to complete a DMP to document your data handling 

activities at various stages during research lifecycle. DMP’s should include your 

approach to: creation, storage, backup, data sharing and preservation. It is not 

currently a requirement of the IASR Ethics Panel to submit a DMP for review. 

However, all projects should consider creating a DMP to demonstrate that necessary 

safeguards are in place. 

 

Safeguards protect personal data. UK GDPR requires that organisations processing 

data for research purposes have appropriate organisational and technical measures 

in place to ensure that data is processed lawfully, fairly and in a transparent 

manner and are kept to a minimum (e.g. data collection is limited to what is 

necessary and relevant to the research project) and secure in the research context.  

https://in.beds.ac.uk/general-data-protection-regulation/guidance-for-researchers/
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If you are sourcing data from your professional context, please identify distinctions in 

how you are managing the professional data as part of your research data 

management plan as distinct from your workplace UK GDPR policy for data 

management. 

 

Key questions 

• What data will you collect or create? 

• How will the data be collected or created? 

• How will the data be stored and backed up during the research? 

• What kind of encryption will be used? 

• How will you manage access and security? 

• Which data should be retained, shared, and/or preserved? 

• What is the best long-term preservation plan for the data? 

• How will you share the data? 

• Are any restrictions on data sharing required? 

• Who will be responsible for data management? 

• What resources will you require to deliver your plan? 

 

The ESRC has developed information and guidance what the ESRC is looking for in 

a data management plan here. The UK Data Service also provide useful guidance.  

 

Data Protection Impact Assessment (DPIA) 

A DPIA is required when processing large amounts of personal data. A DPIA is a 

type of risk assessment which helps to identify data privacy risks when planning 

new, or revising current projects, and how to mitigate those risks. DPIAs should be 

completed at the project planning stage; ideally before any contractual 

negotiations or processing personal data. PGR students should have obtained 

approval of their research proposal and agreement of their DPIA from all supervisors 

before submitting their final DPIA to the university. 

 

The University’s stance is that a DPIA should be conducted in the following 

situations: 

http://www.esrc.ac.uk/files/about-us/policies-and-standards/data-management-plan-guidance-for-per-reviewers/
http://www.esrc.ac.uk/files/about-us/policies-and-standards/data-management-plan-guidance-for-per-reviewers/
https://www.ukdataservice.ac.uk/manage-data.aspx
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• If the personal data relates to vulnerable individuals, e.g. vulnerable adults, 

children, or where there is an imbalance of power.  

• If datasets have been combined or matched for different purposes and/or by 

different data controllers in a way that the individuals concerned would not 

reasonably expect.  

• If you are planning to process sensitive data. 

 

Failure to properly carry out a DPIA or to consult the ICO where required can result 

in fines – therefore if you are unsure about whether a DPIA needs to be conducted, 

get in touch with the Data Protection Officer at DPO@beds.ac.uk. 

 

For more information on DPIAs, please see UoB’s DPIA Guidance and DPIA Form. 

 

Please note that where applicable, ethics application approval is dependent on 

provision of your DPIA number and date of issue. 

 

Lawful basis 

In order to process personal data, you must have a valid lawful basis. Research at 

the University of Bedfordshire falls under the “public task” lawful basis. In thinking 

about consent to process personal data, it is important to distinguish between: 

 

• Consent for processing personal data under UK GDPR (this is one of the 

'lawful bases' for processing personal data). 

• Consent to take part in the project (covered in Section 5a Participation and 

Informed Consent) 

 

The IASR Privacy Notice should be provided to all research participants. This 

details how and why the University uses personal data for research, the University’s 

lawful basis for processing data, participant rights and university contact for 

questions or concerns about the use of personal data. This should be provided in 

addition to information sheets and it is best practice to ask participants to sign via 

consent forms to say that they have received. 

mailto:DPO@beds.ac.uk
https://in.beds.ac.uk/general-data-protection-regulation/data-protection-impact-assessment-dpia/
https://in.beds.ac.uk/media/256446/dpia-form.pdf
https://www.beds.ac.uk/media/271006/uob-gdpr-privacynoticeresearch-participants-may-2019.pdf
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Special category data 

Sensitive data are given more protection under UK GDPR. To process this type of 

data, you will need a lawful basis (task in the public interest) and an additional 

“special condition”. 

 

If you will be processing criminal convictions/offences data, then your special 

condition is Art 10 GDPR, supplemented by Schedule 1, Part 1, paragraph 4 of 

the Data Protection Act 2018 (“Research etc.”). 

 

If you will be processing “special category data” such as: 

• racial or ethnic origin; 

• political opinions; 

• religious or philosophical beliefs; 

• sex life or sexual orientation; 

• data concerning health (a person’s physical or mental health, as well as the 

provision of health care services); 

• trade union membership; or 

• genetic or biometric data (where used for ID purposes) 

 

Your special condition is GDPR Article 9(2)(j), “processing is necessary for 

archiving purposes in the public interest, scientific or historical research purposes or 

statistical purposes.” If your research does involve any of these topics, your privacy 

notice should explicitly identify the types of information you will collect. 

 

Please ensure that any “special category data” collected is essential to the research. 

 

Data storage 

Whether interview transcripts, recordings of conversations between social workers 

and service users or large-scale quantitative datasets, research data is an essential 

asset. It is expected all researchers and PGR students protect research data with a 

level of care appropriate to their sensitivity and value.  

 

https://www.beds.ac.uk/media/271006/uob-gdpr-privacynoticeresearch-participants-may-2019.pdf
https://www.beds.ac.uk/media/271006/uob-gdpr-privacynoticeresearch-participants-may-2019.pdf
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Personal data can be stored in digital files or exist in non-digital format such as 

signed consent forms, interview cover sheets containing names, addresses and 

signatures. Personal data should only be accessible to authorised persons. 

 

Please note that data sharing agreements are required when data are sent to third 

party services, including audio and video transcription. If required, the Legal 

Office at legaloffice@beds.ac.uk will be able to assist with this. 

 

Signed consent forms or other non-digital records may contain identifying information 

and should be stored separately from data files, although an anonymous ID system 

can help link the two sets of materials together if required. 

 

You may use your local desktop computer or laptop to gather and process research 

data. Ensure that local storage on stand-alone devices such as desktop or laptop 

computer are maintained with up to date antivirus software and synchronise in real 

time to an encrypted backup service. Where accessible, data should be transferred 

to centrally managed storage as soon as possible, such as the University’s 

OneDrive.  

 

Data backup 

Please note that ensuring that your data is appropriately backed-up is an important 

data management task. Data back-up procedures should be a feature of any DMP. 

 

Data security 

You should take extra steps to secure data containing personal information. Steps 

you can apply to increase the security of your data include: 

• keep your device and password safe 

• make your password stronger and always lock your device 

• use advanced encryption for your data and device 

• used locked cabinets within locked to store physical data such as consent 

forms 

 

Please also ensure all USBs are encrypted using BitLocker. 

mailto:legaloffice@beds.ac.uk
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Laptops should be hardware encrypted. ICT will be able to help you with this. 

 

Please familiarise yourself with the University’s Data Protection and Security 

to ensure you are doing so in an appropriate way. 

 

Data transfer 

To prevent accidental disclosure of data, procedures should be in place to manage 

transfer of both digital and physical data. Where personal data are being 

transferred electronically, please use password protected files and encrypted 

email or OneDrive.  

 

ICT can help with accessing OneDrive or use the following simple process for 

accessing UoB encrypted email: precede the title of your email with the following 

brackets {encrypt} to activate the encryption process via Microsoft 365. 

 

Please familiarise yourself with the University’s Guidance on Storing and 

Transferring Personal Data to ensure you are doing so in an appropriate way. 

 

Data Breaches 

Data breaches need to be reported to the Legal Office as soon as they are identified. 

This is essential given that breaches may be more high risk within the research 

context, given that participants may be vulnerable or sensitive personal data is being 

collected.  

 

It is best practice is to report any data breaches, no matter how small they may 

seem, as it is the Legal Office that needs to determine whether a breach needs to be 

reported to the ICO.  

 

Please refer to University guidance on the Data Breach Process. Please send your 

completed Data Breach Reporting Form to the Legal Office at 

legaloffice@beds.ac.uk and copy in Hemlata Naranbhai so that a record can be kept 

via the IASR ethics database at Hemlata.Naranbhai@beds.ac.uk. 

https://in.beds.ac.uk/governance/legal/dp
https://in.beds.ac.uk/media/256441/guidance-on-storing-and-transferring-personal-datav2.pdf
https://in.beds.ac.uk/media/256441/guidance-on-storing-and-transferring-personal-datav2.pdf
https://in.beds.ac.uk/media/256443/data-breach-process.pdf
https://in.beds.ac.uk/media/256444/data-breach-reporting-form.pdf
mailto:legaloffice@beds.ac.uk
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5g. Research outside the UK 

 

Research undertaken outside the UK can pose many potential problems for UK-

based researchers because of different legal and regulatory systems and cultural 

mores. In some cases, you may live outside the UK and researching in your country 

of residence. Issues may be raised about what is meant by ethics, and how we 

conceptualise notions of individual rights (e.g. consent or voluntary participation) as 

well as the handling of personal data where data processing may not be subject to 

GDPR. This also applies to internet-mediated research that may cross international 

boundaries. It is difficult to have concrete guidance as each country and research 

situation is likely to be different.  

 

In some instances, it may be advisable to have a local investigator or partner with a 

Non-Government Organisation (NGO) who is familiar with the laws and regulations 

of the host country to guide and advise researchers.  

 

Please note that all IASR research conducted overseas is expected to comply with 

the Universities UK (UUK) Concordat to Support Research Integrity. In addition, all 

regulatory procedures of the host country must be complied with, including any 

requirements for research ethics approval. It is your responsibility to find out 

what the local requirements are, including any data protection requirements, 

and include the information in your ethics application. Ethics considerations 

should be discussed in Section 5 Ethical Issues. To help you identify relevant 

ethical considerations when conducted research overseas, the ESRC provides 

useful guidance on international research. 

 

The Office for Human Research Protections 

The Office for Human Research Protections (OHRP) supported by the U.S. 

Department of Health and Human Services had collated a list of International 

Regulations of Human Research Standards. This is updated annually and covers 

over 1,000 laws, regulations and guidelines on the rights, welfare, and wellbeing of 

research participants in over 131 countries and many international organisations.  

http://www.universitiesuk.ac.uk/policy-and-analysis/reports/Pages/research-concordat.aspx
https://esrc.ukri.org/funding/guidance-for-applicants/research-ethics/frequently-raised-topics/international-research/
https://www.hhs.gov/ohrp/about-ohrp/index.html
https://www.hhs.gov/ohrp/international/compilation-human-research-standards/index.html
https://www.hhs.gov/ohrp/international/compilation-human-research-standards/index.html
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Data collected outside of the UK 

UK GDPR primarily applies to controllers and processors located in the United 

Kingdom. Individual’s risk losing the protection of the UK GDPR if their personal data 

is transferred outside of the UK. On that basis, the UK GDPR restricts transfers of 

personal data outside the UK, unless the rights of the individuals in respect of their 

personal data is protected in another way, or one of a limited number of exceptions 

applies. Any personal data collected and stored outside of the UK must also 

comply with local data protection legislation as well as UK GDPR. If the country 

concerned does not have any data protection legislation or is known to be weaker 

than UK GDPR, it is expected that researchers comply with UK GDPR principles. 

 

If your research is being conducted outside of the UK, you must provide the IASR 

Ethics Panel with details of legislation and laws in the country in which you 

are intending to carry out the research. You need to consider the same issues for 

research that is being undertaken within the UK. For further information on data 

storage outside of the UK, please see the ICO’s guide to international data transfers.  

 

An international law firm, DLA Piper has produced a helpful handbook of global data 

protection and privacy laws to help identify relevant local regulations, accessible via 

the following webpage Data Protection Laws of the World. 

 

Risk assessment 

You must carry out a Health and Safety Risk Assessment which should be signed 

off by the appropriate Head of Department, Research Centre Director or supervisor. 

Please contact the Head of Health and Safety at gary.smith@beds.ac.uk or Health 

and Safety Advisor at pamela.du-bisette@beds.ac.uk for advice on risk assessments 

and/or how to complete it. Note that this must be completed even if you are 

going home to your own country. 

 

Please refer to University policy and arrangements for the management of health 

and safety issues related to travel and off-site activities. Standards are based on the 

Universities and Colleges Employers Association (UCEA) Safety in Fieldwork. This 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-transfers-after-uk-exit/
https://www.dlapiperdataprotection.com/
https://www.beds.ac.uk/about-us/our-university/foi/policies/travel
mailto:gary.smith@beds.ac.uk
mailto:pamela.du-bisette@beds.ac.uk
file:///C:/Users/lisabostock/Library/Containers/com.apple.mail/Data/Library/Mail%20Downloads/2CB7B475-1680-40F6-8AA2-6EFD68F8E574/management%20of%20health%20and%20safety%20issues%20related%20to%20travel%20and%20off-site%20activities
http://www.ucea.ac.uk/en/publications/index.cfm/guidance-on-health-and-safety-in-fieldwork
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provides a comprehensive framework for establishing policies and procedures that 

enable staff, students and other participants in higher education institutions to 

undertake fieldwork safely. It provides institutions with a way to demonstrate that 

they are following good practice to manage fieldwork, thereby facilitating fieldwork in 

even the most remote and challenging of environments and circumstances. 

 

Foreign and Commonwealth Office 

Please check the Foreign and Commonwealth Office website (www.fco.gov.uk) for 

travel advice and confirm the status they give to the country you intend to travel to. If 

you are planning to visit a country or city where the FCO advises against all travel 

the UoB will not normally sanction your travel.  

 

If the FCO advises against all but essential travel, a detailed account of how the 

risks associated with your travel are going to be mitigated will need to be provided to 

your Head of Academic Department or Research Centre. 

 

The Control Risks database generates risk reports for countries across the world. It 

is recommended that you consult the Control Risks database for each country you 

visit, prior to travel, as part of your risk assessment. Please email 

legaloffice@beds.ac.uk for details of how to access this service. 

 

Insurance 

If your research is taking place outside the UK, including if you are undertaking 

Skype interviews where participants are in another country, please contact the Legal 

Office at legaloffice@beds.ac.uk to discuss coverage.  

 

For further guidance, please refer to UoB guidance on Insurance for University 

employees on business abroad. 

 

Research materials in other languages 

It is good practice to include any material that will be used for the proposed research 

(e.g. consent documents, research materials) in any language in which it is to be 

distributed as well as an English translation. If these are not available, please state 

http://www.fco.gov.uk/
mailto:legaloffice@beds.ac.uk
mailto:legaloffice@beds.ac.uk
https://www.beds.ac.uk/about-us/our-university/foi/policies/travel
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the reason. Please provide details regarding qualifications of translator and of 

research staff communicating with participants in languages other than English. 

 

5h. Researcher well-being and safety 

 

Much of work conducted within IASR involves working with vulnerable people, 

whether children and young people or adult participants. Research topics are likely 

to touch on sensitive areas of peoples’ lives and hence may be emotionally 

challenging for researchers. Research may also be physically risky, given the nature 

of field research contexts such as peoples’ homes, the streets or other public places 

and in some cases, offices. Less recognised are effects of being indirect witness of 

trauma and abuse that can result in secondary traumatic stress, sometimes referred 

to as vicarious trauma. This refers to the cumulative impact of researching sensitive 

issues, particularly sexual violence and child sexual abuse and exploitation. 

 

Research organisations supporting research on sensitive issues have a duty of care 

toward their staff and should have appropriate protocols to protect researcher safety 

and wellbeing. In practice, it is the responsibility of research supervisors to discuss 

protocols together as team, provide regular supervisory sessions to staff and in 

some incidences, arrange for formal counselling as part of the research process. 

However, all team members should critically self-reflect on their own vulnerabilities 

and ensure risks to physical or psychological safety are minimised and managed 

(Bostock and Laws 2017). 

 

Please refer to the Universities and Colleges Employers Association (UCEA) Safety 

in Fieldwork. UoB researcher safety standards are based on this guidance and 

provide a comprehensive framework for establishing policies and procedures that 

enable staff, students and other participants in higher education institutions to 

undertake fieldwork safely. It provides institutions with a way to demonstrate that 

they are following good practice to manage fieldwork, thereby facilitating fieldwork in 

even the most remote and challenging of environments and circumstances. 

 

http://www.svri.org/sites/default/files/attachments/2016-06-02/f_0024044_19598_original.pdf
http://www.ucea.ac.uk/en/publications/index.cfm/guidance-on-health-and-safety-in-fieldwork
http://www.ucea.ac.uk/en/publications/index.cfm/guidance-on-health-and-safety-in-fieldwork
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Key questions 

• Has a risk assessment been undertaken at the planning stage to assess 

potential risks to both physical and psychological safety? 

• What fieldworker safety protocols are required to protect the health and safety 

of researchers e.g. lone worker protocols? 

• Is there a “safety culture” with researcher safety regularly reviewed such as 

issues arising, how best to handle them, opportunities for de-briefing? 

• Is staff supervision regular and focused on safety issues, providing ad hoc 

support as needed? 

• What opportunities exist for staff to access appropriate employee assistance 

or clinical support? 

 

5i. Complaints 

 

Should participants have a complaint about any aspects of the research, all projects 

must provide participants with an independent point of complaint at the University. 

This should be provided both in initial information and in follow up information post 

engagement. Both email and telephone details should be provided. 

 

For staff, this should be the Head of Department, Director of Research Centre or 

supervisor. If they are in involved the project, please identify another appropriately 

senior member of staff to act as the point of complaint such as the Head of Research 

Development, Innovation and Enterprise Services. It is courtesy to seek their 

permission and appraise them of the main aspects of the research before naming 

them. Please provide their names and their email address on participant information 

(information sheets and follow up debriefs, where relevant). Details of the main point 

of contact for complaints will be recorded on the IASR Ethics Panel database. 

 

For PGR students, please give the name of your Director of Studies and their email 

address on participant information.If participants have been accessed via a 

facilitating organisation that is supporting them, details of how to make a complaint 

about the service should also be provided.  
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5j. On-going review 

 

As the research progresses, further ethical issues may arise. Researchers should 

establish internal governance procedures to review research ethics on an on-going 

basis. This should ensure that the research remains guided by the University’s 

Research Ethics Policy and any other additional professional code of ethics. 

 

All IASR staff and PGR students, but particularly those in managerial or supervisory 

positions, should endeavour to create a culture within IASR where it is safe to 

discuss any ethical issues arising in an open, supportive environment. 

 

Key questions 

• What processes in place to ensure on-going review? 

• How will any ethical issues arising be recorded? 

• Have any data beaches been identified and reported? 

 

Any significant changes to research design that require further ethical approval 

should be submitted via the IASR F4 “change of research design that requires 

ethical approval” form. 

 

5k. Publication and dissemination activities 

While dissemination may raise important ethical questions, sharing findings to 

maximise the benefit of the research is an integral feature of good research practice. 

When planning dissemination activities, the needs and best methods of reaching 

different audiences should be considered including participants as well as policy and 

practice networks. Ethical issues include the possible impact on participants, 

organisations and population from which the sample is drawn and strategies in place 

to minimise any potentially negative outcomes, particularly where anonymity might 

be jeopardised.  

Key questions 

• Which groups do you want to reach? 

• What methods of dissemination will you use e.g. summaries of research 

findings, academic conferences, journal articles and reports? 

https://www.beds.ac.uk/media/84585/research-ethics-policy.pdf
https://www.beds.ac.uk/research-ref/institutes/iasr/ethics/forms/
https://www.beds.ac.uk/research-ref/institutes/iasr/ethics/forms/
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• Do you have permission from participants to disseminate findings? 

• What steps will you take to ensure that confidentiality and anonymity is 

preserved?  

• Will participants or gatekeeping organisations be involved in dissemination? 

 

5l. Other ethical issues 

 

If there are any other ethical issues pertinent to your project that are not covered by 

the questions above, please state them clearly and how they will be addressed 

during the course of the research. Examples of other ethical issues might include: 

 

• Harmful practice protocols 

• How to minimise distress when conducting follow up research 

• Negotiating practitioner research 

 

5m. Conflicts of interest 

 

A conflict of interest is defined as a relationship or interest that could lead to bias or 

perceived bias in the design or delivery of the work. For example, where there is the 

potential for financial or non-financial personal gain (whether your own or someone 

close to you), or where there is a conflict between your commitments and obligations 

to the University or Funder and those you owe to another person or organisation. It is 

important to take account of how actions and relationships may be perceived, 

whether or not a conflict of interest actually exists.  

 

Identifying a conflict of interest doesn’t automatically mean that an activity has to 

stop; the activity can usually proceed if there is a process in place to manage / 

minimise the conflict in a way that will ensure the integrity of your work. 

 

Key questions 

• Are there any real or perceived conflict(s) of interest associated with your 

research? 
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• What steps have been taken to manage any conflict(s) of interests identified 

to ensure that the integrity of the research is not compromised? 

 

For further information, please refer to guidance produced by Durham University on 

managing conflicts of interest. 

 

Section 6: Attachments 

 

You are required to attach all necessary supporting documents to your application, in 

particular copies of any external ethical approval (if appropriate) and consent 

documentation. The consent documentation should comprise four elements: 

 

• Project information sheet 

• Privacy notice 

• Consent form 

• Support and complaints sheets 

 

Please note that final versions are required for consent documentation, although 

formatting may be applied post approval of your ethics application. Research 

materials such as interview schedules or surveys can be submitted as draft only. If 

these are not available, please state the reason.  

 

Please attach all relevant documentation and note that your form will be returned if 

incomplete. This will lengthen the time it takes to get ethical approval, so please 

complete the form as fully as possible.  

  

https://www.dur.ac.uk/research.innovation/governance/ethics/considerations/conflict.interest/


 49 

Section 7: Declaration 

 

Finally, you will need to sign (electronic is fine) and date the declaration to confirm  

‘That to the best of my knowledge the information in this form is correct and this is a 

full description of the ethics issues that may arise in the course of this project’. 

 

Supervisors must sign the declaration at the end of the form. PGR applications will 

be not be reviewed unless signed by supervisors. 

 

Please submit your completed ethics forms to the IASR research ethics administrator 

at: Hemlata.Naranbhai@beds.ac.uk 

Timescales 

The ethical review process takes a minimum of 4 weeks. Any amendments that need 

to be made by the applicant after initial review will add to this time period. If approval 

from UREC is required, this may extend the timeline. Please ensure that you allow 

ample time for ethical clearance. 

 

Please note that the above are guidelines for response times which will vary 

depending on the quality of the application and the number of applications being 

processed.  

 

All applications are assessed prior to forwarding to the reviewers and incomplete 

applications will be returned for further detail. 

Decisions 

 

Approved (no conditions): The research is fully approved and can commence 

immediately (subject to any additional, external approvals required, such as ADCS – 

see guidance above). 

 

Approved with minor advice to applicant for consideration (but there is no 

requirement to resubmit): The application is approved but reviewers have offered 

mailto:Hemlata.Naranbhai@beds.ac.uk
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some helpful advice that the applicant may want to consider with their team (if staff 

member) or supervisor (if student). 

 

Conditional: The application needs further work, raises concerns or is incomplete 

and needs revision and resubmission to the IASR Ethics Panel.  Research may not 

commence until this occurs and formal approval from Ethics Panel is given. 

 

Unsuccessful: The application is considered to raise fundamental concerns that 

means it cannot be approved.  

Guidance for reviewers 

 

Reviewer process 

Reviewers are the bedrock of the IASR ethics panel. All applications are assessed 

by two independent reviewers. It is your role to ensure the integrity of the 

research, assessing the degree to which applicants surface ethics dilemmas in 

relation to all participant groups and what steps are proposed to address them. 

 

The purpose of ethics review is not to conduct a methodological review, but research 

should be of sufficient merit to justify the time and effort contributed by participants. 

 

The IASR Ethics Panel understands that researchers may be faced with difficult, 

changing and unclear situations that can bring new and unexpected ethical 

dilemmas during the research lifecycle. However, it is expected that applicants 

provide clear, considered assessments of any anticipated ethical issues that may 

arise. Reviewers should familiarise themselves with IASR ethics guidance. 

 

You will be asked to complete a structured F3 Ethics Reviewer Feedback Form to 

guide your review. It is important that your review is fair, and decisions are 

transparent. Please note that your anonymised feedback will be collated by the 

Chair of the IASR Ethics Panel and shared with applicants. 

 

https://www.beds.ac.uk/research-ref/institutes/iasr/ethics/forms/
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New reviewer mentoring system 

All new reviewers (NR) will be partnered with a more experienced ethics reviewer or 

mentor (M) to support your learning during the review process. The Chair of the 

IASR Ethics Panel will allocate an ethics application to a NR and M.  

 

It is expected that the NR and M review the ethics application independently and 

share review after submission. Discussion then should take place between NR 

and M to identify any areas of learning. 

 

Key questions to ask as a reviewer2 

Summary of the Research 

• Is there likely to be a worthwhile outcome e.g. the research should be of 

sufficient merit to justify the time and effort contributed by participants? 

• Do the potential benefits of the research balance against the potential risks to 

participants? 

 

About the participants  

• How will permission or access to participants be obtained? Are the 

gatekeepers involved identified / on board?  

• How will consent be obtained? Is the method appropriate? Can the researcher 

be sure that participants can give informed consent that is free from coercion?  

• What is the potential for harm to participants – pain, discomfort, stress? How 

will this be minimised/addressed/managed? 

• Is the researcher likely to uncover any issues unrelated to the research? (e.g. 

illegal activity etc.) How will the researcher handle such an eventuality?  

• Are participants able to withdraw from the research, and what are the 

timescales?  

• Are participants potentially vulnerable or vulnerable? Are the implications of 

this addressed? 

• Is it clear to the participants how to complain (about the research in general, 

or about how their personal data has been handled) if they wish to do so?  

 

2 Based on guidance for ethics reviewers developed by The University of Sheffield. 

https://www.sheffield.ac.uk/rs/ethicsandintegrity/ethicspolicy/further-guidance/universityprocedure2/reviewersc
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• Is it clear to the participants who is leading the research and how to get in 

contact with them?  

 

About the data 

• What measures have been taken to ensure anonymity or anonymisation, 

confidentiality and security of personal information concerning research 

participants? Are these appropriate to the research? Are these realistic? 

• Who will have access to the data and how will they be stored? How will data 

be backed up? 

• How long will data/recordings/samples be retained? Does this take account of 

any intended future use?  

• Are there any implications for the General Data Protection Regulation? 

 

About supporting documentation 

• Are relevant supporting documents included? (e.g. information sheets, 

consent forms, privacy notice, support and complaints sheets and draft 

research materials) 

• Are materials for participants clear and free from technical terms, jargon and 

abbreviations as far as possible?  

• Are the materials appropriate for the intended audience (e.g. children)?  

• Will participants understand what is being asked of them and what they are 

contributing to?  

• Is it clear to participants what the data will be used for, and the legal basis that 

is being relied upon for this? 

• Is it clear to participants who will have access to their data and in what form 

(anonymous/confidential/ aggregated)? 

• Is it clear to participants how long the data will be kept, and/or any potential 

future uses (in what form e.g. anonymous)?  

• Is it clear to the participants how the data will be managed and which 

organisation will be the data controller/processer? 

 

General considerations 

• Is there enough detail in the application? 
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• Are the dignity, rights, safety and well-being of participants considered? 

Will the researcher be safe? Is there a procedure in place for risks to the 

researcher? 

• Are there any obvious gaps, ambiguities or uncertainties in how the research 

will be carried out?  

 

Decisions 

Reviewers can recommend the following: 

 

Approved (no conditions): The research is fully approved and can commence 

immediately (subject to any additional, external approvals required, such as ADCS – 

see guidance above). 

 

Approved with minor advice to applicant for consideration (but there is no 

requirement to resubmit): The application is approved but reviewers have offered 

some helpful advice that the applicant may want to consider with their team (if staff 

member) or supervisor (if student). 

 

Conditional: The application needs further work, raises concerns or is incomplete 

and needs revision and resubmission to the IASR Ethics Panel. Research may not 

commence until this occurs and formal approval from Ethics Panel is given.  

 

Please note that reviewers should provide clear and detailed guidance to applicants 

on the areas that require revising to guide resubmission.  

 

Unsuccessful: The application is considered to raise fundamental concerns that 

means it cannot be approved. 

 

Disagreement between reviewers 

In the event that there is a fundamental disagreement between reviewers e.g. one 

advises approval with minor amendments and the other that the application is 

unsuccessful, reviewers will be asked to agree decision. This process will be 

overseen by the Chair of the IASR Ethics Panel. 
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Change of research design 

Where possible, the original reviewers will be asked to assess any significant 

changes to research design that require further ethical approval submitted via the 

IASR F4 “change of research design that requires ethical approval” form.  

https://www.beds.ac.uk/research-ref/institutes/iasr/ethics/forms/


 55 

Appendix A: UK DPL compliant example of information sheet 

 

  

 
 

 

 

  

 
  
 

 

    

    

    

    

 

The aim of our project is to 

find out about the quality of 

social work in your   

borough 

 

Taking part would involve a 
researcher attending a visit 
between you and your so 
cial worker. 

If you decide to take part, you have rights under the Law and we have a legal duty to keep your data safe. 
This information is included in our privacy notice for research participants. 
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Some questions you may have 
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Appendix B: IASR privacy notice (adults) 

 

 

Privacy Notice for Research Participants3 

 

Introduction 

New rules governing the way that organisations use personal data now fall under UK Data 

Protection Law (UK DPL). Personal data is information relating to an identifiable living 

individual. UK DPL covers the Data Protection Act 2018 (DPA 2018) and the UK General 

Data Protection Regulation (UK GDPR). Transparency is a key element of UK GDPR. 

 

This Privacy Notice informs you about: 

• how and why the University uses your personal data for research 

• what your rights are under UK Data Protection Law, and 

• how to contact us if you have questions or concerns about the use of your personal data. 

 

Your rights under Data Protection 

Under Data Protection law, we need valid legal grounds (a lawful basis) to collect and use 

your personal data. The University of Bedfordshire’s lawful basis is ‘Public Task’ (Article 

6(1)), because we are using your data to carry out a task in the public interest or in the 

exercise of our official authority. In addition, any data we collect from you is for the purpose 

of ‘scientific research’ (Article 9(2) (j)). An aim of UK GDPR is to empower individuals and 

give them control over their personal data. Individuals have the following rights: 

• The right to be informed: you have the right to know how we are using your data 

• The right of access: this is the right to obtain copies of your data which we hold 

• The right to rectification: the right to correct an inaccuracy 

• The right to erasure: the right to have your data deleted 

• The right to restrict processing: the right to restrict how we use your data 

• The right to data portability: the right to move, copy or transfer your personal data 

easily from one information technology (IT) environment to another 

• The right to object: the right to object to how we use your data 

 

3 This privacy notice is derived from the Privacy Notice for Research Participants developed by 

Sheffield University.  

 

https://www.shu.ac.uk/about-this-website/privacy-policy/privacy-notices/privacy-notice-for-research
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• Rights in relation to automated decision making and profiling: the right to have 

human intervention or challenge a decision made by solely automated means.  

 

More information on your rights is available via the website of Information Commissioner 

Office (ICO): https://ico.org.uk/for-organisations/guide-to-data-protection/ 

 

Restrictions on rights 

As the research is defined as ‘scientific research’, the following rights are ‘restricted’. This is 

on grounds that complying with them would prevent or seriously impair the achievement of 

our research purposes: 

 
• the right of access 

• the right to rectification 

• the right to restrict processing, and 

• the right to object 

 
In addition, the right of erasure is available only until the point that the data is anonymised 

and included in the research reports. 

 
We will always ensure that we have appropriate safeguards in place to protect your rights 

and freedoms. We will only collect data from you if we need it, and we will not collect or use 

any data which could potentially cause substantial damage or substantial distress to you. 

Any information you provide us with will be used to inform our study and will not be used for 

any measures or to take any decisions about you. When we publish our research results, 

these will be anonymised, so that it will not be possible to identify you from the results. 

 

Why are we processing your personal data?  

The University undertakes research as part of its function for the community under its legal 

status. Data Protection laws allow us to use personal data for research with appropriate 

safeguards in place under the legal basis of public tasks that are in the public interest.  

 

We will always tell you about the information we wish to collect from you and how we will 

use it. We will seek your consent for the collection and use of your data in specific research 

projects. All staff and post graduate research projects within the Institute Applied Social 

Research (IASR) at the University of Bedfordshire are subject to ethical scrutiny. Full details 

will be given to you in an information sheet.  
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Research in the University is governed by policies and procedures and all research 

undergoes ethical scrutiny to ensure that it is conducted in such a way as to protect your 

interests and is of a high standard. 

 

Collecting and using personal data 

All research projects are different and the information we collect will vary. However, 

researchers will only collect information that is essential for the purpose of the research. 

Research data is anonymised as quickly as possible after data collection so that individuals 

cannot be recognised and your privacy is protected. You will be told who to contact if you 

wish to withdraw from the research. Some data e.g. survey data is collected anonymously so 

it cannot be withdrawn once you have given permission for it to be used. Where you may be 

identifiable in a research publication (e.g. use of a quote, audio-recording or a photograph), 

we will seek your explicit consent before it is used.  

 

Who do we share your data with?  

To communicate our research to the public and the academic community your anonymised 

data is likely to form part of a research publication or conference presentation or public talk. 

Where researchers wish to use any information that would identify you, specific consent will 

be sought. The privacy of your personal data is paramount and will not be disclosed unless 

there is a justified purpose for doing so. We NEVER sell personal data to third parties. 

 

Your data may be shared with:  

• Immediate project team who are authorised to work on the project and access the 

information. This may include staff at University of Bedfordshire or collaborators at other 

organisations authorised to work on the project. This will be clearly identified in your 

information sheet.  

• Where a student is undertaking the research the data will be shared with their 

supervisors  

• Our research may be audited and access to the data may be required. The University 

puts in place safeguards to ensure that audits are conducted in a secure and confidential 

manner.  

• In the case of complaints about a research project the Director of IASR and Chair of the 

Ethics Panel will initially require access to the data as part of our Research Misconduct 

Procedure. 
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Storage and security  

The University takes a robust approach to protecting your information with dedicated storage 

areas for research data with controlled access. If you are participating in a particularly 

sensitive project the University puts into place additional layers of security. 

 

Alongside these technical measures there are comprehensive policies and processes in 

place to ensure that users and administrators of University information are aware of their 

obligations and responsibilities for the data they have access to. By default, people are only 

granted access to the information they require to perform their duties.  

 

Retention of data 

Your information will not be kept for longer than is necessary and is usually kept in an 

anonymised format. The length of time for which we keep your data will depend on a number 

of factors including the importance of the data, the funding requirements, the nature of the 

study, and the requirements of the publisher. Details will be given in the information sheet for 

each project. After anonymisation your data may be stored in the University research data 

archive where it may be accessed by other researchers with permission from the University. 

 

Contact Us 

You should contact the Data Protection Officer (DPO) if you:  

• have a query about how your data is used by the University  

• would like to report a data security breach (e.g. if you think your personal data has 

been lost or disclosed inappropriately)  

• would like to complain about how the University has used your personal data  

 

Contact details for the Data Protection Officer 

Address: 

University of Bedfordshire 

University Square 

Luton 

LU1 3JU 

Telephone: 01582 489041 

Email: DPO@beds.ac.uk 
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Appendix C: IASR privacy notice (accessible) 

  

Rules for keeping your 

information private and safe 
 

 

 

 

This leaflet is about: 

1. Information we may collect and store about you  

2. How we use the information for our research 

3. How we keep your information private and safe 

4. Your rights 

 

If you would like help to understand this leaflet a member of the 

research team, or another adult can help explain it.  

 

Did you know? 

There are new rules about how we must keep your information. The new 

rules fall under UK Data Protection Law or UK DPL. 

This covers the Data Protection Act 2018 and the UK General Data 

Protection Regulation. The new rules started in May 2018. 
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1.What information might we have about you? 

 

If you take part in our research projects the University may store personal 

information* about you.  

Personal information is also sometimes called personal data. It is very 

important, that you understand what happens with your personal information.  

We might have information like: 

• Your name and age 

• The project you work with  

• Other services you have used 

Each research project is different. You will always receive information about 

the research project you are taking part in. 

 

Sometimes information we ask you for is very sensitive. This might be 

information about: your race; ethnic origin; religion; health or sexual 

orientation.  

We have to take extra care if we collect this type of information from you.  

 

2. Why we keep information about you and other people 

At University our research must always be ‘in the public interest’. This means 

our research is trying to help people understand important issues and trying to 

improve people’s lives in the future.  

Collecting personal information is sometimes part of our research. This can 

help us learn things like: 

• What type of children and young people use different services 

• Whether services are helpful for children and young people  

• How we can make services and support to children better 

 

We are allowed to collect, store and use personal information if we ask you 

for permission and look after it properly.  
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We will always tell you about any information we wish to collect from you and 

how we use it and look after it.  

Research projects at the University of Bedfordshire are carefully designed to 

be safe for people to take part in.  

Before we can do research our plans are checked by someone to make sure 

they will not cause anyone harm.  

 

3. How we keep your information private and safe 

We have to look after your information at all times. We follow laws and rules 

about how we keep your information safe. This means we:  

• Only collect information from you if we need it 

• Tell you when we have information about you and how we will use it 

• Only use information you provide us for our research. 

• Never use information which could cause upset for you.  

• Keep the information only as long as we need it  

 

The most important thing to us is that we keep your personal information 

private. We NEVER sell personal information to anyone else. 

After we collect personal information we make sure it is anonymised* as 

quickly as possible. (*Anonymised means we make sure no one can tell this 

information is connected to you.)  

When we share our research results (in a report or presentation), these are 

also anonymised – this means that no-one can identify you from the research 

results or report. 

Who might get to see my personal information? 

The only people your personal information would be shared with are:  

• People working on the research project.  

• A manager or supervisor of a researcher 

• Someone who comes to check or inspect we are doing our work properly.  
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We will always let you know which of these people will be accessing your 

personal information and make sure they follow the rules.  

If we ever want to use information that does identify you – such as a photo or 

a sound recording of your voice – we would need to get your permission to do 

this separately. 

 

Storing your personal information safely 

Any personal information we collect for our research is stored safely in 

password protected encrypted files on our secure University computers 

(‘server’). 

Personal information is stored on special secure university computers or in 

locked cabinets (inside locked rooms at the University).  

All university computers need passwords to log in to them. Only researchers 

working on a project can access the files and personal information from that 

project.  

 

Deleting data 

All the information is also deleted properly when we don’t need it.  

At the end of a research project we keep personal information about people 

who take part in the project for a short time (normally 1 – 2 years). More 

details will be given in the information sheet for each project.  

You will also be told who to contact if you want to stop being part of a 

research project. We will explain if and how we can remove information you’ve 

shared with us from a project.  
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4. Your rights*  

It is really important that we follow the rules when we collect, store and use 

personal information.  

The rules help you have control of how other people collect, store and use 

your personal information. Here is a list of your important rights.  

 

You have the right to:  

• Know how the University uses your personal information.  

• Ask for copies of the information we have about you.  

• Ask us to correct mistakes if information we have about you is wrong. 

• Complain about how we are using your personal information 

• Ask for some of the information the University has about you to be deleted, or 

ask us to stop using it (if this happens before our research is shared with the 

public).  

5. What to do if you have questions or want to complain 

 

Contact the University’s Data Protection Officer (DPO) if you:  

• have a question about how your information is used by the University  

• want to report any problems with how you think your personal information 

has been stored or shared   

• would like to complain  

 

Telephone: 01582 489041 

Email: DPO@beds.ac.uk 

   

If we cannot solve your problem, you can also make a complaint to the ICO 

(Information Commissioners Office). The ICO is the big boss of personal 

data (information about you).  

You can telephone them on 0303 123 1113, Monday to Friday between 9am 

and 5pm or visit https://ico.org.uk/concerns/handling/ on their website.  
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We hope that you now understand a little bit more about what personal 

information is and what the University does with yours. Remember if any of 

this is unclear there are lots of people who will be happy to explain this to you.  

 

Text adapted in part from https://www.mencap.org.uk/our-privacy-policy 

 

 

 

https://www.mencap.org.uk/our-privacy-policy
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Appendix D: UK DPL complaint example of consent form 
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Appendix E: Example support and complaints sheet 

 

 

 

If you don’t feel comfortable emailing or making a call, you can ask someone else to do it for you. 

Thank you for taking part in the research. 

Would you like to contact someone about your experience of the research? 

Would you like help or support 

around something the research has 

raised for you? 

Would you like to find out more 

about, add something to or remove 

your information from the research? 

Are you unhappy about something 

and would like to make a 

complaint? 

Would you like to 

contact a free, 

confidential 

helpline? 

Would you like 

to speak to 

your worker 

who will be able 

to help you? 

Would you like 

to talk to the 

same 

researcher 

you met? 

Would you like 

to get in touch 

with the   

research 

centre? 

Is it about the 

service you 

receive from 

XXXXX? 

Do you feel 

unhappy 

about the 

research 

project? 

 

Your worker 

is 

   

and their 

number is 

 

You can call 

 

XXXXXXX 

Your 

researcher 

is 

 

and their 

number is 

 

The 

research 

centre 

email 

address 

is 
xxxxxxxxxxx

 

You can     

call or 

email 

XXXXXX

XX 

 

Call or 

email 

XXXXXXX 

 

XXxxxX 
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Resources for researchers 

 

University of Bedfordshire 

• Data Protection and Security 

• General guidance on GDPR 

• GDPR Guidance for Researchers 

• Records Retention Schedule 

• Research Governance 

• Research Ethics Policy 

• Safeguarding Children and Vulnerable Adults Policy 

• Storing and Transferring Personal Data 

 

Other guidance 

• British Psychological Society 

• British Sociological Association 

• Ethics Guidebook 

• ESRC Framework for Research Ethics University Research Ethics Policy 

• National Children’s Bureau’s Guidelines for Research with Children and 

Young People 

• Office of the Information Commissioner (ICO) 

• Social Research Association 

• UK Data Service 

• University and Colleges Employers Association (UCEA) Safety in Fieldwork 

• UK Evaluation Society 

• Universities UK Concordat to Support Research Integrity 

• UK Research and Innovation (UKRI) Policy and Guidelines of Good Research 

Conduct.  

https://in.beds.ac.uk/governance/legal/dp
https://in.beds.ac.uk/media/256442/gdpr-staff-guidance.pdf
https://in.beds.ac.uk/general-data-protection-regulation/guidance-for-researchers/
https://in.beds.ac.uk/media/125908/retentionscheduledraftmarch2014.pdf
https://www.beds.ac.uk/research-ref/rgs/research-ethics/
https://www.beds.ac.uk/media/84585/research-ethics-policy.pdf
https://in.beds.ac.uk/__data/assets/pdf_file/0005/454874/POLICY-FOR-SAFEGUARDING-CHILDREN-AND-VULNERABLE-ADULTS.pdf
https://in.beds.ac.uk/media/256441/guidance-on-storing-and-transferring-personal-datav2.pdf
http://www.ethicsguidebook.ac.uk/
http://www.esrc.ac.uk/funding/guidance-for-applicants/research-ethics/
https://www.ncb.org.uk/sites/default/files/field/attachment/NCB%20guidelines%20CYP.pdf
https://www.ncb.org.uk/sites/default/files/field/attachment/NCB%20guidelines%20CYP.pdf
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://www.ukdataservice.ac.uk/manage-data/legal-ethical/anonymisation
http://www.ucea.ac.uk/en/publications/index.cfm/guidance-on-health-and-safety-in-fieldwork
https://www.universitiesuk.ac.uk/policy-and-analysis/reports/Pages/research-concordat.aspx
https://www.ukri.org/about-us/policies-and-standards/research-integrity/
https://www.ukri.org/about-us/policies-and-standards/research-integrity/
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